Set up A2A User and DN-BIC Routing

Disclaimer: this one-pager 1.1is based on the frequently asked questions to give you general information. It will be updated if necessary.

Names (DN’s) involved for a correct set-up:

° In general, A2A user is required to be able to send (and receive) swift messages. There are two Distinguished

e A2A-DN:is ication-to-Application Di: Name used to sign the payload of a message e.g. pacs.009
by the Business Sender i.e. to create the signature which has to be added to the Business Application Header
(BAH, head.001) of a message in SWIFT (see step 7). To create A2A-DN, see step 2.

o CN=xxx,0U=zz.. -> with capital letters and no spaces
e PTADN: is the Party Technical Address Distinguished Name used by the Technical Sender of a message. PTA

DN should be mentioned as Requestor DN in the technical header of a message.

O CN=XXX,0U=2Z,.. > with small letters, no spaces

The Technical Address DN (i.e. PTA DN) is the address to make swift connection with ESMIG UTEST, as submitted

°Step 1is done by the central bank based on your form. As an accountholder, you can continue with step 2.

for SWIFT E-ordering. This has to be inserted as a certificate distinguished name in UTEST e.g. o=flornl2a,o=swift
(filled out in the Registration form)

2@ # ) Common

Parties Q search @ Detai

EE ]

2021-05-25 Spaklerweg 4 109 BA Amsterdam  Noord-Hollar NL
O-

Technical Address
€=T2,0=4CBNET 7

cn=int-eadb-12s ou=ccbm-ni 0=nbbebebb o=swift
cn=itsupport ou=snlid31652,0=nbbebebb,o=swift

Total rows: 11

Auto-Collateralisation Rule

eethmul
‘Address Network
And linked to the desired Network Services for example T2CLM.SWIFT.MSGSNF/MSGRT/FILESNF as filled out in

the Registration Form. Besides SIA, there are 15 network services for SWIFT. Choose carefully which network
services are required for the swift messages you can receive or send.

R A ) X T R e
TECHNICAL ADDRESSES NETWORK
SERVICES LINKS
Status. = | Technical Address. Network Service:
Actve Ch=ech-01,ou=certlesting ou=lps,0=85029.dc=  SIA
Actve o=fomiza o=swit SWIFTNOTIE
Actve o=flortza 0=swift SWiFT
Actve o=flomiza o=swift SWIFTFILERT
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User Certificate DN Link:
a. By clicking on the green +NEW, you can create certificate Distinguished Names in UTEST e.g.
CN=cb1,0U=test,O=flornl2a,0=swift (capital letters/no spaces)

CERTIFICATE DISTINGUISHED NAME

Status: acte . Certificate Distinguished Name: CN=admint, OU=esmig. O

b. Add a user e.g. AZABANKUSER

DD T R oF3

USER LIST
Status: Active v
g o ANLEUR Your BICL1 Free Format’ V™
System User Reference: AJAUSER Lockout: A v
Parent BIC FLORNL2AOX Party BIC: TRETXEZS 0 '
party Type: Al 5

Maximum 35
characters.

= | SystemUserReference = | L=
A2AUSER ARAUSER 00014 =
A2A USER voor DNB AZAUSERONB. 00014

Actve  ANLEUR Your BIC11 Free Format’
Active  AZAUSERDNB

c. Create the DN-Link by clicking on the button in green +NEW in order to link A2A-DN with A2A User:

USER CERTIFICATE DISTINGUISHED
NAME LINK

Status Active v

Login Name: KRB A Certificate Distinguished Name:

Stalus= | Login Name Certficate Distinguished Name
Acive  NLDNB-Adminz CN=admin2, QU=12s, O=Tlomi2a, O=swif »
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Roles: allocate roles as required for business to the A2A USER. You need at least the below-mentioned three roles
for payment transactions:
a. AH CLM Reader 2E
b. AH RTGS Liquidity Transfer Manager 4E
c. AH RTGS Payment Manager 4E
Please note that after allocation, it takes up to 1 — 2 days before the rolls are activated.

DD I IO R 4

-> for queries

[—— GRANT/REVOKE ROLES

User A2AL

A Access Rights Admin - O AHCLM Reader 26
A Access Rights Admin 2 O AHRTGS Liquidity Trr Mngr 4E
A Access Rights Admin 4E O AHRTGS Payment Manager 4€

AH CLM Manager 26
AH CLM Manager 4€

AH CROM AMG Manager 26

AH CROM AMG Manager 4€

AH CROM Access

AH CRDM Configuration Manager 2€
AH CROM Configuration Manager 45

ooooooooo L

a

O AH CRDM Liquidity Manager 26

C) AHCRDM Liquidity Manager 4E

O AHCRDM Reader

O AHCRDM Reader 26 -

DN-BIC Routing is used for forwarding and incoming pacs messages. One needs to connect PTA DN to the BIC of
the bank.
a. Create the party technical address i.d. PTA DN as a certificate DN as shown in step 2a.
b. Link the certificate PTA DN to the BIC of the bank via DN-BIC Routing window mentioned below. Please
note the lay-out; small letters, no spaces.

c. Participation type: direct
DD I S L CF)
DN-BIC ROUTING LIST
Status: Active v Lisiinguished Name: o=ingbnl2a,0=swift
B NGENL2AXK ket Al v
Participation Type: m .
Valid From from: yyymmad | @ @ validFromto: yyymmdd | # | O
Valid To from: pyymmdd | @ @  validToto: yyymmdd | B O
Active o=gBic  o=swit Your 11BIC Direct 20224
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Routing Configuration:
° This routing configuration is required to receive swift messages and avoid getting this error: E114 error The party
of the business sender must not be U2A only.

sl 4 o) o) v ) o EP)
ROUTING LIST
Technical Address: Al ~ Default Routing: Al v
e
St. Parent BIC
Active FLORNL2AXXX Your 11BIC T2CLM. T2CLM.SWIFTMSGRT ©0=8bic,0=swift
Active FLORNL2AXXX Your 11BIC T2CLM. T2CLM.SWIFT.MSGSNF ‘0=8bic,0=swift
e e | e T
Active FLORNL2AXXX Your 11BIC T2RTG! T2RTGS.SWIFTMSGSNF

Configuration in Swift:

Certificate DN of the A2A user has to be configured in Swift Alliance SAA in Configuration Parameters as the
signing DN for ESMIG-connector. If SIL (Swift Integration Layer) is used in addition to SAA to sign and connect T2 or
in case the BOX is used, then a different approach is needed with DN’s that include %-sign, capital letters and
spaces.

Clearing member-id:
0 Please note that in the swift message, the System User Reference of the A2A user has to be filled out in the field;
“Clearing member-id” <ClrSysMmbld> in the business application header.

<AppHdr xmlns="urn:iso:std:iso:20022:tech:xsd:head.001.001.01">
SRR
<FIId>
<FinInstnId>
<BICFI>[BANKNZAGX ]¢/BICFI>
<C1lrSysMmbId>
<MmbTd>[_A2ASystem User Reference < /MmbId>
</ClrSysMmbId>
</FinInstnId>
</FI1Id>
</Fr>
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