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INTRODUCTION

The Digital Operational Resilience Act (DORA) will strengthen the
cyber resilience component of the European financial rulebook.

“...means the ability of a financial entity to build, assure and review its operational integrity and
reliability by ensuring, either directly or indirectly, through the use of services of ICT third-party service
providers, the full range of ICT-related capabilities needed to address the security of the network and
information systems which a financial entity makes use of, and which support the continued provision of
financial services and their quality throughout disruptions;” (art 3 (1), DORA proposal)

<<This presentation is a simplification of the proposed legal framework and does not capture all aspects or nuances.>>
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https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A52020SC0198

INTRODUCTION

About:

Regulation status

Interaction with other legal acts
(e.g. NIS directive)

Exemptions & proportionality
(size, complexity, risk profile ...)
Administrative penalties and
remedial measures by CA

©

Scope:

v (re)insurance undertakings
#art 4 Sl

v’ (re) insurance intermediaries
# Microenterprises, SME

v |IORPS
> 15 members

v'ICT third party service

providers
V..

¥

Timeline:

- Date of entering into force:
Q1 2023 (expectation)

- Date of application:
+ 24 months

- Various ITS/RTS DL - Draft
+12 months
+18 months
+24 months




INTRODUCTION

DORA

ICT 3rd party Digital

ICT risk ) . ICT-related Information :
risk operational .. ) CTPP oversight
management i : incidents Sharing
management resilience testing
* Principlesand * Monitoring = Basic testing = General = Exchange of = Qversight
requirements third-party = Advanced requirements information and framework
on ICT risk risk testing = Reporting of intelligence on for critical
management providers major ICT- cyber threats ICT TPPs
framework " Key related
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ICT RISK MANAGEMENT

New rules:
St rong & = |CT systems, protocols and tools
EffECtl\le = Risk Management

= ICT Risk management framework
= Strategies, policies, procedures, protocols and tools
= Digital operational resilience strategy
= Supports business strategy & objectives
= Risk tolerance limits
W * Incident detection, protection and prevention
et = Implementing digital operational resilience testing

% "‘“‘l : = Governance

= Governance and control framework management

e Y = Role for AMSB - define, approve, oversee and accountable
R Nt for the implementation of ICT risk management framework

Learn & : A
Evolve . Detect .‘

To be further specified:
= |CT security policies, procedures, protocols and tools
= Protect & Prevent, Detect, Respond & Recover
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MANAGEMENT OF ICT 3RD PARTY RISK

New rules:
Stren then & = General principles
E = Adopt a strategy on ICT third-party risk (incl policy on the
use of TP ICT for critical/important functions)
= Register of Information on all contractual arrangements
= Monitoring of ICT third-party risk
= Criteria (entering) contractual arrangement

= Key contractual provisions
= Minimum (description, conditions subcontracting for critical
or important function, location etc.)
= For critical/important functions (TLPT, unrestricted rights of
access, exit strategies etc.)

To be further specified:

= Templates for the purposes of the register of information

= The content of the policy regarding critical/important functions

= The elements to be taken into account when subcontracting
critical or important functions
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DIGITAL OPERATIONAL RESILIENCE TESTING

. New rules:
le Over.|§lpS & = General requirements
RECOgn Ition = Digital operational resilience testing programme

= Testing of ICT tools and systems

= Advanced testing of ICT tools, systems and process using TLPT

= Only for financial entities identified as significant by CA

= |dentify all (incl. outsourced) relevant underlying ICT
processes, systems and technologies supporting critical or
important functions and ICT services

= Threat led penetration testing (internal or external testers)

= Every 3 years (but CA can request to reduce or extend)

= Pooling and mutual recognition of TLPT Results

To be further specified:

= The criteria for significance

= Rules on use internal testers

= Scope of TLPT testing and testing methodology




ICT INCIDENT REPORTING

New rules:
Streamline & = General requirements

Awa reness = An incident_mz.magement process to detect, monitor and log
| ICT-related incidents
= Record all ICT-related incidents and significant cyber threats
= Appropriate procedures and processes to monitor, handling
and follow-up of ICT-related incidents
= Classification of ICT-related incidents and cyber threats

= Major ICT-related incidents & threats
= |ncidents - Reporting to CA (initial notification, intermediate
& final report) & possibly clients
= Threats - voluntary to CA

To be further specified:

= Criteria to determine materiality incidents and threats

= Templates, procedures for reporting major incidents & threats
= Time limits for initial notification & reports




INFORMATION-SHARING ARRANGEMENTS

New rules:
Leve ragi ng on - ::}nanfi.ﬂfentitiss mavde?(c:lal\lr.\ge am.ongst themselves cyber
knOWInge reat information and intelligence:

= |ndicators of compromise

= Tactics, techniques, and procedures
= Cyber security alerts

= Configuration tools

= However:
= within trusted communities of financial entities
= protect the potentially sensitive nature
= notify CA when participating.
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CTPPS OVERSIGHT

o New rules:
SyStemlc & = Union Oversight framework for critical ICT third-party service
Awa reness providers

Only for those designated by the ESAs, not if part of financial

entity or intra group or no cross border.

= ESAs as Lead Overseers with powers to monitor the ICT Risk
that the CTPPs may pose to financial entities.

= Lead Overseer shall assess them and can issue
recommendations (after consulting the Oversight Forum).

= Possibility to impose a periodic penalty payment up to 1%
of the average daily worldwide turnover.

= CA shall inform relevant financial entities of the risks
identified in the recommendations addressed to CTPPs.

= CA may request as measure as last resort to suspend use of
service or terminate contractual arrangement.
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ONGOING WORK & KEY TAKEAWAYS

Rit for the Digital

. T 3r'd Rafty D|g|t.al . ICT 3rd party risk
ICT risk risk operational ICT-related Information
management management & resilience incidents Sharing T R R mEE &
CTPP oversight testing CTPP oversight
= Principles and *  Monitoring =  Basic testing = General = Exchange of = Oversight
requirements third-party risk = Advanced requirements information and framework for
on ICT risk providers testing = Reporting of intelligence on critical ICT TPPs
management = Key contractual major ICT- cyber threats
framework provisions related
incidents to
competent
authorities

What'’s next

v Awaiting final approval DORA

v Setting up the work in cross sectoral environment (ESAs
and NCAs)

v Upcoming industry workshops and public consultations




For more information visit:

https://www.eiopa.europa.eu




