Explanatory notes to the request for registration form for registration
as a crypto service provider
If you provide crypto services and are subject to the registration requirement (see Section 2.4
of this document), you can use the request for registration form to apply for registration. We
register each crypto service provider to assess their risks of money laundering and terrorist
financing and form an opinion on their ability to manage these risks as required by the AntiMoney Laundering and Anti-Terrorist Financing Act (Wet ter voorkoming van witwassen en
financiering van terrorisme – Wwft) and the Sanctions Act (Sanctiewet 1977 – Sw).
We will do everything in our power to ensure a smooth and straightforward registration
process. You can contribute to the process by supplying complete and accurate information.
These explanatory notes list the information we need from you to handle your request for
registration.
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1.3 Criteria for registration
Your company is a crypto service provider if it provides, in a professional capacity or on a
commercial basis, services for the exchange between virtual and regular currencies, or services
for the provision of custodian wallets, or both. Examples include a website on which individuals
or companies can buy or sell cryptos in exchange for fiat currencies (e.g. euros or dollars) and a
website on which they can have their cryptos stored digitally.
Section 23b of the Wwft obliges crypto service providers to register. In order to determine
whether your company qualifies as a crypto service provider, the following questions must be
answered:
1.	Do your company’s activities meet the definition given in the law?
If so, you must apply for registration. If you are in doubt about the legal qualification of your
activities, we recommend that you consult a legal expert.
2.	Does your company provide the services in a professional capacity or on a commercial basis?
If so, you must apply for registration. Our Open Book on Supervision web pages explain this
criterion in further detail: https://www.toezicht.dnb.nl/en/2/50-237989.jsp
3.	Is your company looking to provide the services in or from the Netherlands?
If so, you must apply for registration. Our Open Book on Supervision web pages explain this
criterion in further detail: https://www.toezicht.dnb.nl/en/2/50-237987.jsp
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3 Policymakers
(including holders of a
qualifying holding)
If you submit a request for registration as a crypto service provider, you must also submit for
each policymaker (management board member, supervisory board member, co-policymaker,
shareholders ≥10% ) with the form 'Initial assessment crypto service provider'. Remember that
collecting the necessary documents that must be enclosed with the form may take some time.
For example, in some situations you may need to obtain a criminal records extract.
You can only be registered as a crypto service provider if you meet all statutory requirements which include a positive assessment decision for all policymakers.

7

Explanatory notes to the request for registration form for registration as a crypto service provider

If your company has one or more DMSs, you must provide evidence in your request for
registration that you have sufficiently mitigated the vulnerabilities attached to a control
structure of this kind. This may include putting adequate arrangements in place to ensure
that carefully considered decisions are taken in the event of conflicting interests between the
company and the DMS.
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Your company must also ensure that policies, procedures and measures are implemented and
systematically tested. You must clearly document how this is done.

5.2 Compliance and audit
We ask that you indicate whether your company has an independent compliance function
and an audit function. If not, you must explain why. The Wwft requires that your company has
these functions if such a requirement is proportionate to your company’s nature and size. Given
that providing crypto services involves high risks, we are working on the assumption that your
company has both an independent compliance function and an audit function.
We would also like to receive a description of the following:
▪ procedures in place to ensure that detected deficiencies or shortcomings are reported to the
appropriate individuals
▪ procedures in place to ensure that detected deficiencies or shortcomings relating to
ethical operational management are appropriately remedied under the supervision of the
compliance function.
Please note that ‘independent’ means that relatives or shareholders cannot fulfil this function.
Most companies have also specified this in their regulations on conflicts of interest. If you have
any doubts about your company's governance structure, you have the option of discussing this
with us prior to registration.

5.3 Reporting procedure
The law requires that crypto service providers have arrangements in place that allow staff
members or individuals in comparable positions to report breaches of the Wwft. We ask that
you describe this procedure.

5.4 Outsourcing
We must be able to supervise your company, also if it outsources certain activities that are
related to the Wwft and the Sw. This is why we ask that you describe which activities your
company outsources, and why. Please keep in mind that certain activities related to compliance
with the Wwft must not be outsourced. One example of such an activity is monitoring a
business relationship and the transactions conducted during the existence of that relationship
on an ongoing basis, to ensure that they match your company’s knowledge of the customer
and the customer’s risk profile. Please provide the outsourcing agreements for activities that
relate to compliance with the Wwft and the Sw.
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6 Ethical business
operations
The integrity of your company is a precondition for its proper functioning. It is essential that
you prevent your company from becoming involved in unlawful acts. Managing integrity risks is
the pivotal issue here. Integrity risks include money laundering and terrorist financing.
Your company must pursue an adequate integrity policy to ensure ethical operational
management. This integrity policy must be detailed and implemented in clear and readily
accessible procedures and measures, documented, for instance, in a procedures manual.
The regulatory framework for an adequate integrity policy is risk-based, meaning that your
company must implement all measures that the law requires. The focus of these measures
depends on the risks that your company is specifically exposed to. These measures may for
instance be related to the nature and background of customers, the type of product or service
provided, the combination of customer and product, and how your company maintains its
customer contacts. Providing crypto services involves high integrity risks, meaning that more
measures will most likely be needed in your sector compared with other sectors that must
comply with the Wwft and the Sw.
You must assess the risks that your company is exposed to and formulate sufficient mitigating
measures. The framework of the Wwft assumes that a company classifies its customers by risk
categories, based on the nature and size of its risk exposure. These risk categories vary from
low to high risk, and classification should be based on objective and identifiable indicators.
The higher the risks, the more efforts your company should make to mitigate them. You must
also indicate which risks you find unacceptable.
The following elements must at least be discussed:
▪ an analysis of integrity risks
▪ avoiding conflicts of interest;
▪ customer due diligence
▪ Sanctions Act 1977 (Sw)
▪ transaction monitoring
▪ obligation to report unusual transactions
▪ designation of a day-to-day policymaker who bears responsibility for compliance with the
Wwft and the Sw.
Below, we describe these elements in further detail.
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This policy should make clear how you approach:
▪ personal, professional, and financial interests in relation to contacts with customers and
other stakeholders
▪ handling information in general and confidential information
▪ customer relationship management
▪ private financial transactions
▪ secondary activities

6.3 Customer due diligence
You are not permitted to start providing services to customers before you have identified and
verified the customer and the ultimate beneficial owner (UBO), by means of customer due
diligence. You must therefore clearly explain the procedures and measures contained in the
customer due diligence exercise. Procedures and measures relating to client acceptance must
be in accordance with your company’s integrity policy, the outcome of the risk analysis and
statutory requirements in the Wwft and the Sw.
When performing customer due diligence, you must take account of the following points.
▪ Your company must verify the identity of all customers based on independent and reliable
documents.
▪ Your company must be sufficiently familiar with the customer’s or legal entity’s ownership
and control structure.
▪ Your company must be well aware of, and must have adequately documented, why and
with what intention the customer wants to use your company’s services, and it must see to
it that this is incorporated into the customer’s risk profile.
▪ The company must keep all such information in readily accessible form for at least five years
after it has ceased providing services to or terminated its business relationship with the
customer in question. Please note that this also applies to companies that have terminated
their activities and/or are no longer registered.
▪ All customer data and files relating to the customer and the ultimate beneficial owner
must be kept in a central place accessible to compliance officers and other relevant staff
members.
Procedures and measures must document how and by whom customer due diligence is
to be performed. The relevant staff members must be made aware of the internal and
statutory requirements imposed on customer due diligence. Customer acceptance must be
approved by authorised staff members or management based on the four-eyes principle.
Business relationships with certain types of customers require the explicit approval of senior
management.
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We offer crypto service providers more guidance on our Open Book on Supervision web pages:
https://www.toezicht.dnb.nl/en/2/50-237993.jsp and https://www.toezicht.dnb.nl/en/2/50237925.jsp, and in our “DNB Guidance on the Anti-Money Laundering and Counter-Terrorist
Financing Act and the Sanctions Act”: https://www.toezicht.dnb.nl/en/binaries/51-212353.pdf.

6.5 Transaction monitoring and reporting of unusual transactions
Your company must have procedures and processes in place to ensure the monitoring of
customer accounts, activities and transactions. This helps the company gain and retain insight
into the nature and background of customers and their transaction behaviour, and detect
unusual transaction patterns and transactions that by their nature entail increased risk of
money laundering or terrorist financing.
Your company must have procedures and processes in place stipulating how transactions
are monitored and how to act if transactions are made that may qualify as unusual, and it
must make motivated and appropriate choices between electronic monitoring and manual
monitoring. If there are large numbers of transactions, electronic monitoring will be the
obvious choice, but this stops at detecting possible unusual transactions. Suspected unusual
transactions detected during automated transaction monitoring must not be performed before
they have been manually checked against the Sw. Procedural descriptions must state which
staff members are authorised to perform manual checks, and what decision-making structure
is used with respect to checking Sw compliance.
The company’s policy and procedures must also describe how unusual transactions are
reported to the Netherlands Financial Intelligence Unit (FIU-NL) immediately after they were
found to be unusual. Your company must notify all relevant business units of the policies,
procedures and measures relating to all subjects described above.
We offer crypto service providers more guidance on our Open Book on Supervision web pages:
https://www.toezicht.dnb.nl/en/2/50-237993.jsp, and in our “DNB Guidance on the Anti-Money
Laundering and Counter-Terrorist Financing Act” and the Sanctions Act”: https://www.toezicht.
dnb.nl/en/binaries/51-212353.pdf.
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Annex – overview of the
documents required for the
application for registration
Below is a list of the documents required in each part of the registration form. The procedures
regarding sound operational management and ethical business operations can also be bundled
in a single procedures manual. The Digital Portal requires that for each topic in the registration
form the relevant documentation is bundled.
Please note that this list is not exhaustive and that it does not provide a detailed overview of all
the questions and explanations included in the registration form.
The documents submitted must be complete and clearly structured to ensure a smooth and
successful processing of your request for registration.
Company details
▪ Recent extract from the Trade Register of the Chamber of Commerce of the company
▪ A certified copy of the company's articles of association
▪ A copy of the company's up-to-date shareholders' register
▪ Signatory statement
Business plan
▪ Business plan (including a schematic overview of the company's activities and strategy)
Governance
▪ Organisational structure (including an organisation chart)
▪ Description of transparent control structure
Sound operational management
▪ Description of the company's independent compliance function and audit function
▪ Reporting procedure for Wwft incidents
▪ Policy for outsourcing activities that are related to the Wwft and the Sw
▪ Copies of any outsourcing agreements that are relevant in the context of compliance with
the Wwft and the Sw
▪ Education and training policy
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