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[bookmark: _Toc230190644]Format instructions
[bookmark: _Toc230190645]Format development and version updates
The Test Cyber Team (TCT) from De Nederlandsche Bank (DNB) has developed this format to enable the drafting of a Test Summary Report (TSR) to fit the requirements as set out in the TIBER-EU framework. The document will be periodically updated with the latest insights. 

This chapter provides background information on why and how to use this format. All text that needs to be provided by the institution to complete this TSR, is indicated with […]. Once chapters 2 to 4 have been completed, the chapter ‘Format instructions’ can be deleted, for they are only intended to give guidance on the information to be shared. Also the correct confidentiality label should be given to the document.

This format is dated June 2026 (version 2.0) and is provided to support the requirements as set out in the current TIBER-EU framework for TIBER and TLPT exercises. 

[bookmark: _Toc230190646]Purpose
The purpose of the Test Summary Report (TSR) is to serve:
· as a comprehensive overview of performed test, its scope, main observations and key learnings to be shared with relevant stakeholders in the institution and their TIBER or TLPT authority;
· as a high-level overview of the test for later reference by the institution; 
· to facilitate analysis by the TCT on sector trends, learnings and best practices to facilitate learning.

[bookmark: _Toc230190647]Audience
The TSR is primarily aimed at the stakeholders on strategical/tactical level in the institution undertaking the TIBER or TLPT test (e.g. CISO, CIO, Board members of the institution). 

This TSR can be shared by the institution with:
· relevant stakeholders in the institution to take note of the tactical/strategical information regarding the test;
· other Test Cyber Teams (TCTs) involved in the test (only applicable in multi jurisdiction tests);
· the institution’s TIBER or TLPT authority. 

[bookmark: _Toc230190648]Delivery process and responsibilities
The TSR summarizes the outcomes of the executed test process according to the TIBER-EU framework and builds upon the delivered documentation such as the Scope Specification Document (SSD), the Threat Intelligence Report (TIR), the Red Team Test Report (RTTR), the Blue Team’s observations and the remediation plan.

The Control Team Lead (CTL) is responsible for providing the TSR in line with the timelines mentioned in the TIBER-EU framework. Next to that, the content of this document should be in line with the requirements as set out in the TIBER-EU framework and the TIBER-EU Test Summary Report Guidance. 

[bookmark: _Toc230190649]Level of detail and pseudonymisation
The information in this TSR should be drafted in wording that is accessible to senior management and should provide a comprehensive overview of executed test, its conclusions and recommendations for the tested institution to improve their cyber resilience. As is the rest of the documentation on the test, the information should be pseudonymized as much as possible (e.g. using the code name for the test). 

It should not contain detailed technical information and observations regarding weaknesses and vulnerabilities as information at that level of detail is highly sensitive and intended for the tested institution only (i.e. documented in the Red Team Test Report, Blue Team observations and Remediation Plan).

[bookmark: _Toc230190650]Legal disclaimer and confidentiality
The information and opinions expressed in this document are for information purposes only. They are not intended to constitute legal or other professional advice. 

All involved parties should use the Traffic Light Protocol when exchanging information (https://www.us-cert.gov/tlp). 

[bookmark: _Toc230190651]Document structure and required information
The Test Summary Report (TSR) consists of the following chapters:

Chapter 2 General information
In this chapter an overview of the performed test, the timelines and parties involved are presented. If preferred, the institution is free to add a management summary at the start of this chapter.

Chapter 3 Overview of the test
This chapter provides a high-level overview of the institution’s attack landscape, the performed threat intelligence and planned and executed test scenarios. The information included in this chapter is based on the final versions of the Scope Specification Document (SSD), (Targeted) Threat Intelligence Report (TTIR) and the Red Team Test Plan (RTTP). It should consist of:
· An overview of the attack landscape and identified flags as described in the SSD;
· The outcomes of the (Targeted) Threat Intelligence analysis;
· The selected and executed attack scenarios and targeted flags.

Chapter 4 Observations, actions, learnings and recommendations 
In this chapter the high-level observations and outcomes of the performed test are presented together with the (proposed) remediation actions. It also aims to present the key learnings and recommendations to enable the increase of the cyber resilience posture of the institution.

This chapter is based on the details as presented in the final Red Team Test Report (RTTR) and the Blue Team Test Report (BTTR). Next to the required content (TIBER-EU Test Summary Report Guidance), the institution could also include information on:
· Positive observations from the test, notably any strong control areas that the RTT were unable to circumvent; 
· Insights into the main categories of recommendations to address the observations and their root causes; 
· Significant observations and deviations from the TI and RTTP;
· Any other insight from the TIP or RTT on the cyber security posture of the institution that can also be valuable for future reference.
[bookmark: _Toc230190652][bookmark: _Toc409085747][bookmark: _Toc409085754][bookmark: _Toc409085831][bookmark: _Toc409085833][bookmark: _Toc409085835][bookmark: _Toc409085837][bookmark: _Toc409085839][bookmark: _Toc409085843][bookmark: _Toc409085912][bookmark: _Toc409085927][bookmark: _Toc409085965][bookmark: _Toc409086184][bookmark: _Toc409086213][bookmark: _Toc409086222][bookmark: _Toc409086231][bookmark: _Toc409086432][bookmark: _Toc409086441][bookmark: _Toc409086450][bookmark: _Toc409086459][bookmark: _Toc409086468][bookmark: _Toc409086477][bookmark: _Toc409086486][bookmark: _Toc409086495][bookmark: _Toc409086504][bookmark: _Toc409086513][bookmark: _Toc409086522][bookmark: _Toc409086531][bookmark: _Toc409086540][bookmark: _Toc409086549][bookmark: _Toc409086558][bookmark: _Toc409086567][bookmark: _Toc409086725][bookmark: _Toc409086792][bookmark: _Toc409086868][bookmark: _Toc409087099][bookmark: _Toc409087102][bookmark: _Toc409087107][bookmark: _Toc409087109][bookmark: _Toc409087221][bookmark: _Toc409087607][bookmark: _Toc409087652][bookmark: _Toc409087827][bookmark: _Toc409087841][bookmark: _Toc409087853][bookmark: _Toc409092340][bookmark: _Toc409092370][bookmark: _Toc409092409][bookmark: _Toc409092421][bookmark: _Toc409092476][bookmark: _Toc409092488][bookmark: _Toc409092605][bookmark: _Toc409093184][bookmark: _Toc409093477]General information
[bookmark: dnb_chartcaption][bookmark: _Toc230190653]Test timelines
The test ran over a period of [xx months/weeks] in total and has been executed during the following timelines: 
· Preparation phase:	 		[dd-mm-yyyy to dd-mm-yyyy]
· Testing phase – TI:			[dd-mm-yyyy to dd-mm-yyyy]
· Testing phase – RT:			[dd-mm-yyyy to dd-mm-yyyy]
· Closure phase:				[dd-mm-yyyy to dd-mm-yyyy]


[bookmark: _Toc230190654]Parties involved in the test
During the execution of the test, the following parties and their representatives were involved: 
· CT, consisting of [names and roles of the members]
· The TIP, consisting of [names and roles of the members]
· The RTT, consisting of [names and roles of the members]
· The TCT, consisting of [name: lead test manager, name: backup test manager and name: TI manager]
· [other parties, names and roles]


[bookmark: _Toc230190655]Overview of the test
[bookmark: _Toc230190656]Scope
In this paragraph a short description of the institution’s critical or important functions (CIFs), subfunctions and underpinning systems are presented as well as the possible flags. The information from the SSD is reused and provides insight in the institution’s attack landscape.

[Please present the information from the SSD.] 

[bookmark: _Toc230190657]Threat Intelligence
This paragraph gives an overview of the outcomes of the Threat Intelligence (TI) analysis and the high-level scenarios as produced by the TIP.

[Please present in this paragraph:
· the threat actors deemed most relevant and a justification of why they are most relevant for your institution;
· the most likely used attack scenario’s, based on the institution’s attack landscape and TI;
· other significant observations on the digital presence.]

[bookmark: _Toc230190658]Attack scenario’s, actors and flags
Both the SSD and the (T)TIR have provided the information on which attack scenario’s, actors and flags were most relevant and were selected to use and described in the RTTP. 
[bookmark: _Toc230190659]Selected attack scenarios
The following scenario(s) have been selected and described by the RTT. 

[Please present the planned scenario(s) (threat actors, attack techniques, systems and objectives/flags) from the RTTP in this paragraph.]
[bookmark: _Toc230190660]Executed attack scenarios
This paragraph highlights the scenarios as executed during the RT phase of the test. Where the executed test scenarios have been altered from the planned test scenarios. This can be the case where other techniques, tools and procedures (TTPs) have been used, a leg up was given or other unforeseen deviations from the RTTP were executed.

[Please use the information on the executed attack scenarios from the RTTP in this paragraph. Additionally, please provide background information on when and why there was a deviation from the planned attack scenarios. Please also include the captured and non-captured flags. This information can be derived from the Red Team Test Report (RTTR).]

[bookmark: _Toc230190661]Observations, follow up actions and recommendations
In this chapter of the TSR the observations, (proposed) follow up actions, key learnings and recommendations are presented on a strategical/tactical level. The operational and more detailed technical observations, learnings and recommendations are presented in the RTTR, the BTs observations and the more detailed Remediation Plan. 

[bookmark: _Toc230190662]Main observations and (proposed) remediation actions 
The following observations and proposed follow up actions are advised on a strategic and tactical level.

	Observations and follow up actions

	[Observation] – [Follow up actions]
	

[Observation] – [Follow up actions]
	

[Observation] – [Follow up actions]
	

[Observation] – [Follow up actions]
	[Observation] – [Follow up actions]
	[Observation] – [Follow up actions]



[bookmark: _Toc230190663]Key learnings and recommendations 
[In this paragraph please detail your general key learnings and recommendations general mitigating actions, best practices or ways to better manage a next test.]
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