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This Guideline is not a legally binding document

This Guideline refers to international (non-

or a DNB policy rule as referred to in Section 1:3(4)

binding) guidance documents issued by the FATF,

of the General Administrative Law Act (Algemene

the European Banking Authority (EBA), the Basel

wet bestuursrecht) and does not have or aim

Committee on Banking Supervision (BCBS) and the

to have any legal effect. This Guideline does not

International Association of Insurance Supervisors

replace legislation and regulations, policy rules or

(IAIS). Although the guidance documents issued by

supervisory regulations in this area. The examples

these organisations are usually focused on certain

in this Guideline are not exhaustive and cannot

sectors, much of the information they contain is also

be deemed sufficient for compliance with the

useful to other sectors. In addition, the documents

legal requirements in all cases. DNB intends this

produced by the Wolfsberg Group can be useful for

Guideline to serve as an aid for the explanation and

some institutions.7

application of the legal obligations.
Relevant laws and regulations
This Guideline applies to institutions that are

This document provides guidance for the following

subject to DNB supervision and complements the

laws and regulations:

“General Guidance on the Anti-Money Laundering

▪ Anti-Money Laundering and Anti-Terrorist

and Anti-Terrorist Financing Act (Wwft) and the
Sanctions Act (Sw)” of the Ministry of Finance. Both
5

guidance documents clarify the various obligations
arising from the Wwft and the Sw and provide tools
for the implementation of these obligations. The

Financing Act (Wwft)8
▪ Sanctions Act 1977 and Regulation on Supervision
pursuant to the Sanctions Act 1977 (Sw)
▪ (EU) Regulation 2015/847 concerning information
accompanying transfers of funds (WTR2)

general guidance and the DNB Guideline should be
read in conjunction with each other. In addition to
the general guidance the other Wwft supervisory
authorities6 provide guidance for the institutions
falling under their supervision.

5
6
7
8

Available for consultation at: https://www.rijksoverheid.nl/documenten/richtlijnen/2011/02/21/algemene-leidraad-wet-ter-voorkoming-van-witwassen-en-financieren-van-terrorisme-Wwft-en-sanctiewet-sw
Wwft supervisory authorities: DNB, AFM, Tax Administration/Wwft Supervision Agency, Financial Supervision
Agency, Gambling Authorities and the presidents of the Netherlands Bar.
The Wolfsberg Group is an association of eleven global banks that develops financial services industry standards
for ‘Know your Customer/KYC’, anti-money laundering and anti-terrorist financing policies (https://www.wolfsberg-principles.com/).
Legal text of August 2019. The amendments made up to that month are included in this Guideline.
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provide training programmes at regular intervals

of and takes proper account of the rights, interests

rather than in one-off sessions. The frequency of

and wishes of other stakeholders, displays an open

the training depends on the purpose, target group

and transparent attitude and is willing to take

and content. The types of training that institutions

responsibility and render account for his or her

provide is therefore aligned with this requirement.

decisions and actions. An ethical culture denotes

Institutions may consider, for example, certified

a climate and atmosphere in which a company

training courses, in-house training, e-learning

behaves or acts, including in a broader sense, in a

modules and awareness sessions.

way that it can explain and account for, respecting
not only the letter but also the spirit of the law.

In order to design training as effectively as possible,
it is important to focus the programmes on the
different functions within the institution. The
content, depth and frequency will thus depend

2.4 Internal whistleblower scheme
and integrity reporting desk

on the employee’s position. It makes sense if
the compliance staff also take part in additional

Under Section 20a of the Wwft, institutions must

training to stay abreast of developments relating

have procedures appropriate to their nature and

to international law and regulations and the risks

size that enable employees to file internal reports

of money laundering and terrorist financing. The

of any violations committed by the institution. The

day-to-day policymakers – who are entrusted with

explanatory memorandum states that the person

responsibility for compliance with the Wwft and

reporting the Wwft violations must be able to do

Sw – must receive sufficient training to fulfil their

so independently and anonymously. Section 20a

responsibility or ultimate responsibility.

of the Wwft is aligned with the provisions of the
Dutch Whistleblowers Authority Act (Wet Huis voor

An appropriate record of the training provision,

klokkenluiders), under which employers must enable

the courses taken, the frequency and participants

employees to file reports internally.

enables institutions to determine and monitor the
knowledge level in the organisation on an ongoing

Individuals can also report misconduct to DNB’s

basis and to respond accordingly.

Integrity Reporting Desk. Professionals working
in the financial sector may witness instances of
fraud, corruption or other serious breaches of

2.3 Ethical business culture

laws and regulations in a financial institution. DNB
expects them to report misconduct in the first

An ethical business culture and ethical conduct

place internally to the institution they work for, for

are vital for the effectiveness of integrity control

example by using an internal whistleblower scheme

measures. Ethical conduct is a professional,

(such as one based on Section 20a of the Wwft).

individual responsibility in which a person is aware

DNB’s Integrity Reporting Desk will nevertheless
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income and tax integrity risks.15 It also looks at how

The identified integrity risks are of course not

the contact with customers is generally established

static but dynamic. An institution’s risky activities

and how services are offered (the ‘delivery channels’,

may change, for example. Certain trends can also

e.g. in person, through intermediaries, by telephone

arise within financial and economic transactions,

or online). Finally, country or geography plays a role,

and laws and regulations can also change. The

in terms of the countries and regions in which the

SIRA is therefore also a living document that is

institution operates and the countries in which its

regularly adapted to the latest internal and external

customers are established or conduct their activities.

developments and the institution’s risk appetite.

The application of the risk factors also enables

Some examples of risk factors are provided below.

the institution to classify its customers into risk

This list of risk factors is not exhaustive and is

categories. The institution looks not only at risk

generic in nature. This means on the one hand

factors relating to the customer but also at a

that institutions themselves must be alert to other

combination of factors affecting, for example, the

factors indicating the risk level. On the other hand

product, service, transaction, delivery channel,

it is possible that the institution will conclude

country or geography (see Chapter 3.4).

that certain factors do not apply to their situation
or have already been sufficiently mitigated. For

When identifying the risk, institutions apply the risk

more examples DNB refers institutions to theRisk

factors of relevance to them. They then estimate the

Factors Guidelines’ compiled jointly by the European

level of their risks. Each institution then assesses the

supervisory authorities in the financial markets

likelihood of a particular risk of money laundering

(European Banking Authority, European Securities

or terrorist financing manifesting itself and what

and Markets Authority and European Insurance and

the impact of such an eventuality would be. The

Occupational Pensions Authority). These guidelines

weight assigned by an institution to each risk factor

contain more details of relevant risk factors relating

in determining the overall risk of money laundering

to money laundering and terrorist financing in each

and terrorist financing may vary depending on the

financial sector.

institution. It is important that institutions assess
the risk factors independently, taking due account
of laws and regulations, as the Wwft considers
that certain types of customers (such as PEPs)
or certain types of services (such as services to
correspondents) by definition represent a high risk.

15

Tax integrity risks refer to the risk of facilitating tax evasion and associated money laundering risk. Read more
about tax integrity risks in our Good Practices concerning the tax integrity risk of banks and the Good Practices
concerning the tax integrity risks of trust offices. Available for consultation at: https://www.toezicht.dnb.nl/
en/5/50-237753.jsp and https://www.toezicht.dnb.nl/7/50-237536.jsp.
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3.6 Unacceptable risks

In the above cases the institution will not enter into
a business relationship with the customer or will

On the basis of the customer due diligence and the

terminate an existing business relationship at the

defined risk profile, an institution may conclude that

earliest opportunity. This obligation results from

an existing or intended relationship with a customer

Section 5(3) of the Wwft. If there are indications that

entails excessive integrity risks. It can also occur

the customer is involved in money laundering or

that the customer due diligence procedure fails, for

terrorist financing, it is required under Section 16(4)

example due to a lack of necessary information, and

of the Wwft to notify the Financial Investigation

the institution is thus unable to determine precisely

Unit (FIU-NL). See Chapter 5.6 for more information.

who its customer is and/or what the purpose

To ensure that all these obligations are met and

of the proposed business relationship is, and/or

that relationships with existing customers are

whether the intended service is appropriate. This

terminated properly, the institution draws up a

may occur at the start of the relationship, but also

customer exit policy. Among other things, this

during the relationship, if internal and/or external

policy states the circumstances under which the

developments place increased demands on the

relationship with the customer will be terminated.

customer acceptance process.

21
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4 Customer due diligence
4.1 Regulatory framework

The purpose of customer due diligence is to enable
the institution:

The Wwft requires institutions to perform customer

▪ to identify its customers and verify their identity

due diligence. An institution can largely determine

▪ to identify the ultimate beneficial owners (UBOs)

the degree of customer research on the basis

of a customer and take reasonable measures to

of risk.20 This means the institution carries out

verify their identity

customer due diligence in all cases, but that the

▪ if the customer is a legal entity: to take

intensity of the due diligence is determined wholly

reasonable measures to understand the

or partly by the risks associated with certain types

ownership and control structure of the group to

of customers, products, services, delivery channels,

which a customer belongs

transactions and countries or regions. Institutions
must implement additional mitigating controls
in cases that involve a heightened risk of money

▪ to determine the purpose and intended nature of
the business relationship
▪ to continuously monitor the business

laundering or terrorist financing. This stresses the

relationships and the transactions conducted

institution’s own responsibility: the institution must

during their existence to ensure that they are

make every effort to stay abreast of the techniques

in line with the institution’s knowledge of its

and methodologies used in money laundering and

customers and their risk profiles, where necessary

terrorist financing, the latest developments and

carrying out further investigations into the

relevant risk indicators, and must take these into

source of the funds used in the relevant business

account in its policy, procedures and measures.

relationship or transaction (see Chapter 5).
▪ to establish whether the natural person
representing the customer is authorised to do so
and, where relevant, to establish and verify that
natural person’s identity
▪ to take reasonable measures to verify whether
the customer is acting on his own behalf or on
behalf of a third party

20 The customer due diligence is covered by Sections 3 to 11 of the Wwft.
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the customer must be identified. Further information

If documents do not originate from public

on this can be found in 4.2.3.

authorities or the courts, the institution must

Documents, information or data other than those

question whether the documents are sufficiently

specified in Article 4 of the Wwft Implementing

reliable. Such documents will in themselves not be

Regulation can also be accepted for the purpose of

sufficient to verify a customer’s identity. Documents

verifying the identity of a natural person, provided

that are generally not deemed to have been

they originate from a credible and independent

issued on the strength of adequate identification

source. It is the institution’s responsibility to

and verification include student cards, employee

determine on the basis of its own risk assessment

ID cards and copies of telecom or utility bills, for

which documents, information or data are

example. The ‘one cent payment’ procedure used by

acceptable for the purpose of verifying a person’s

some institutions to verify identity is similarly not

identity and accepting them as a customer. The

deemed to result from adequate prior identification

institution’s risk assessment takes account of

and verification by another institution and should

the European Commission’s list of high-risk third

therefore not be regarded as a secure means of

countries. See the website ‘EU Policy on High-Risk

verifying a customer’s identity. This means that

Third Countries’ for the up-to-date list of countries.

other independent and reliable source(s) must be
used in addition to this source.

The identity of legal persons not established in the
Netherlands is also verified on the basis of such

An institution should always request additional

documents, data or credible and independent

documentation if it has any doubts whatsoever

information sources as are customary in

about the authenticity of any documents submitted.

international business. To this end documents can
be requested that are comparable to those used

4.2.2 Front men and representation

to verify Dutch legal entities as described in Article

During the customer due diligence process, the

4(2) of the Wwft Implementing Regulation. The

institution also looks at whether the customer is

source of such documents must be sufficiently

acting for himself or for another party. The aim

reliable and independent. This implies that the

is to assess whether a person is acting as a front

institution understands and assesses which sources

man on behalf of criminals or other third parties.

are reliable and independent and the fact that these

If it is clear that a customer is acting for someone

are legally recognised as means of identification in

else, that third party qualifies as the customer (“the

the customer’s state of origin is deemed a relevant

natural or legal person [...] who causes a transaction

consideration in determining the reliability and

to be effected”), so the CDD obligations of the Wwft

independence. The European Commision’s list of

apply with regard to that person. In other cases a

high-risk third countries is also taken into account

risk-based approach can be adopted: the institution

in the acceptance of legal persons.

takes reasonable measures to ascertain whether a
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are the French fiducie and the German Treuhand.

transactions will be similar in nature. For instance,

A trust (or other legal structure) does not possess

someone who, through several transactions

legal personality and is therefore not the party with

conducted in a few weeks or months, makes cash

which a business relationship is entered into or that

payments into an account of which he is not the

causes a transaction to be effected. Trusts therefore

holder (and not acting on behalf of the account

do not qualify as customers; the trustee is deemed

holder) for a total amount exceeding €15,000.

to be the customer. The obligations under the

By contrast, this provision does not apply to a

Wwft therefore cover services provided for a trust.

company that pays the cash proceeds from its

Where applicable the usual steps in the customer

regular operational management into its own

due diligence must be conducted, but the persons

account daily, as such payments are made as part of

referred to in Section 3(1)(e) must also be known

the business relationship.

to the institution because they are considered to
be the UBOs of the trust. The customer must state

Legislative history, however, indicates that a

their identity, which must then be verified by the

business relationship can be assumed to exist

institution.

in the case of each individual money transfer22.
Furthermore, since money transfers carry a high

4.2.5 When identification and verification must

risk of money laundering and terrorist financing,

be carried out

institutions that conduct money transfer should

Section 3 of the Wwft specifies the cases in which

always perform customer due diligence.

customer due diligence must be performed. These
are first and foremost cases in which an institution
enters into a business relationship or conducts
a transaction or a series of transactions above a
specific limit.
Section 3(5)(b) of the Wwft stipulates that an
institution must perform customer due diligence
when two or more related transactions are
conducted with a minimum combined value of
€15,000. The institution will assess this on the
basis of the type of transaction and the amounts
involved. To begin with, they should be occasional
transactions, which means that no business
relationship needs to exists. It is assumed that the
22 A transfer of funds within the meaning of Directive (EU) 2015/2366.
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included in Section 3(a) of the Wwft. The beneficiary’s

and verification information and other data. An

identity must be verified no later than the time of

institution does not need to perform the customer

payout.

due diligence itself but can arrange for it to be
carried out by another institution (the introducing

In the case of customers who had already

party), which may be subject to the Wwft. 27 In that

been accepted under the Wwft before the legal

case an institution uses introductory customer due

amendment of 25 July 2018, Section 38 of the Wwft

diligence as described in Section 5 of the Wwft.

requires that parts of the customer due diligence
be reviewed at the first opportunity after the

If an institution engages a third party, which is not

effective date of the legal amendment. In many

necessarily subject to the Wwft, in order to perform

cases that first opportunity constitutes the only

the customer due diligence (or parts of it), this

costumer contact. However, the first opportunity is

constitutes outsourcing as described in Section 10 of

also the time at which the institution has grounds

the Wwft.28

to conduct customer due diligence on the basis of
the customer's risk sensitivity. This is the case, for

4.3.1 Introductory customer due diligence

example, for customers that carry a higher risk. In

The responsibility for the customer due diligence

those cases the customer file must be reviewed

and compliance with the Wwft obligations lies at all

on the initiative of the institution. The review of

times with the accepting institution and not with

existing customer files is conducted on a risk basis

the introducing party. The institution’s responsibility

and coincides with the revision times set by an

extends not only to the obligations concerning

institution for its customer files (see Chapter 3,

the customer due diligence but also to compliance

Section 4).

with the provisions relating to the recording of

26

that due diligence. It should be noted that at the
time of introduction an accepting institution must

4.3 Entering into a business
relationship

have access to the data used by the introducing
institution in the customer due diligence.29 The
institution must also have access to the underlying

In principle an institution may enter into a business

documentation that has resulted in the acceptance

relationship only if it has completed its customer

of the customer. The accepting institution is also

due diligence, if this has led to the intended result

responsible for drawing up the risk profile and

and if the institution has received all identification

therefore requires the appropriate information.

26 This means that customer files carrying a high risk at the time of publication of the Guideline must be reviewed
extensively.
27 Section 5(1)(a) states which institutions can introduce customers.
28 It should be noted that the customer due diligence conducted as part of the ongoing monitoring of the business
relationship and the transactions performed during the relationship cannot be outsourced.
29 Section 33(1) of the Wwft
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The conduct of such institutions is difficult for

a central register in such a way that a customer’s

supervisory authorities to monitor.

identity details are not visible or are otherwise
protected during the processing of transactions,

In the case of a life insurance policy, where it is

whilst being known elsewhere in the institution.

usually not legally possible to terminate an existing

The central register will contain the data to be

relationship, the assets are frozen until customer

recorded pursuant to Section 33 of the Wwft.

due diligence has produced the intended result.

The central register will be set up in such a manner
that it can be searched by name and by number or

4.4.2 Protected accounts

code key. An administrator of the central register

According to international standards on CDD and

is also designated and the Compliance department

the combating of money laundering and terrorist

has access to the register.

financing, institutions are not permitted to maintain
relationships with persons who remain anonymous

The Regulation thus relates only to the protection

or who provide fictitious identity details. Since in a

of identity during the processing of transactions.

limited number of cases it may be useful to protect

The requirements under the Wwft regarding

a customer’s identity internally – in order to protect

customer due diligence remain fully applicable, as

the privacy and security of the customers involved

does the Regulation of the European Parliament

and to prevent the use of inside information –

and of the Council of 20 May 2015 on information

the Regulation on Protected Accounts under the

accompanying transfers of funds.34

Financial Supervision Act provides for a procedure
33

in which the customer’s identity is not visible or

It is also relevant in this context to refer to

is otherwise protected during the processing of

accounts with a different name from the name of

transactions. Although the customer is known to

the customer or account holder, such as 'in name

the institution, not all staff members are aware of

of’ accounts. Although there can sometimes be

his or her identity. The Regulation also allows the

a legitimate explanation for such accounts, for

persons referred to in Section 44(1) of the Police Act

example in the case of insurers with different labels

and Section 15(2) of the Intelligence and Security

or brands, institutions should be particularly alert if

Services Act to be provided with banking services.

a customer requests an 'in name of’ account with an
account name that cannot be explained. During the

Under this Regulation, banks or bank branches

periodic review, it is possible that such an account

are permitted to make restrictive use of protected

will go unnoticed because of the different account

accounts. The Regulation describes the way in

name used. Using a different account name in this

which banks and bank branches should maintain

way can also be misleading for other institutions,

33 See also: https://wetten.overheid.nl/BWBR0020672/2018-10-13.
34 See Chapter 6 of the Guideline for a explanation of this regulation.
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of incorporation.37 The basic principle is that the

This fallback option, also known as the ‘pseudo-

institution knows the relevant structure and

UBO’, can only be used if (a) the institution has

understands it. This means that for complex

exhausted all possible measures, (b) there are no

structures consisting of many companies, the

grounds for suspicion and (c) the due diligence has

institution must expend more effort in order

not resulted in the identification of actual UBO(s)

to understand the domestic or international

or an institution doubts whether the designated

shareholding and control structure of the

natural person is an actual UBO. This is an extreme

organisation than for a Dutch private limited

fallback option that is only available in these cases.40

company (BV) with a majority shareholder-director.

Article 3(6) of the Wwft Implementation Decree 2018

As part of these efforts, the institution examines the

states what is understood by senior management in

customer’s reasons for using complex structures.

this context.

This can be done by making enquiries of the
customer, but for example also by requesting a legal

An essential part of the customer due diligence

or tax opinion or advice. An understanding of the

concerning the UBO is its recording. It goes without

tax motives as part of the customer due diligence

saying that an institution must record the measures

enables the institution to ascertain whether there

taken to identify the natural person who is the

are tax integrity risks. The examination of the

UBO and, if applicable, what the rationale is for

ownership and control structure is closely linked to

designating the senior management as the UBO. In

the examination of the purpose and nature of the

the latter case (pseudo-UBO) an institution must

relationship.

therefore record accurately in the relevant customer

38

file how it has fulfilled the two conditions (a and b
Section 3 of the Wwft Implementation Decree

above). If an institution departs from the procedures

2018 lists a number of legal forms and specifies the

it has drawn up, it is important to have a record

natural persons who must be designated as UBOs in

substantiating why it has done so in particular cases.

each case. This is a non-exhaustive list.
It follows from Article 3(1)(a)(2) of the Wwft
Implementation Decree 2018 that it is sufficient for
institutions to designate the senior management,
for example the directors appointed under the
articles of association, as the customer’s UBO.39
37 This verification can take place as described in Annex 4 to the Guidelines – Sound Management of Risk Related to
Money Laundering and Financing of Terrorism, Basel Committee on Banking Supervision. Available for consultation at: https://www.bis.org/bcbs/publ/d353.htm.
38 For further information see the DNB Good Practices for tax integrity risks with banking customers.
39 Article 3(1)(a)(2) of the Wwft Implementation Decree 2018, read in cojunction with the explanatory memorandum.
Which can be found here: https://zoek.officielebekendmakingen.nl/stb-2018-241.html
40 Article 3(1)(a)(2) of the Wwft Implementation Decree 2018.
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in the Netherlands, an institution must be clear as

of the customer, the country of origin or destination

to why the customer intends to use its services or

of the funds and the product or service supplied. In

products in the Netherlands. If it is for tax reasons,

the case of life insurance, the indicators could be,

the institution will assess the acceptability of the

for example, the level of the initial premium or any

position to ensure that no tax evasion is being

additional premiums. Specifically in case of high risk,

facilitated and that no tax structures are being

it is appropriate to determine the plausibility of the

facilitated that fall outside the institution’s risk

origin of the funds using independent and reliable

appetite (aggressive tax planning). In such cases an

sources and to record this in the customer file. This

institution can make this assessment on the basis

also applies to private banking customers.

of its risk analysis.42 With regard to the purpose
and nature of the relationship, the institution must

In order to verify the source of the funds used in

also assess the type of transactions (e.g. quantity,

the business relationship, it may also be necessary,

frequency and size) that the customer intends to

especially with high-risk customers, to have an

perform in situations of heightened risk.

understanding of the customer’s asset position.
Where customers spread their assets, it is also
necessary for the institution to be aware of the

4.7 Source of funds

other assets in order to define a correct risk profile.
The institution should document its review of the

Customer due diligence requires an institution to

source of funds.

investigate the source of the funds used in a business
relationship or transaction if necessary.
The institution must include statements and objective
and independent documentary evidence of the source
of funds in the customer file and make additional

4.8 Simplified customer due diligence,
low-risk factors and exceptions to the
customer due diligence

enquiries where necessary. The fact that the funds
originate from a regulated institution does not

For certain customers and transactions it is sufficient

mean that the institution itself is exempted from

to conduct simplified customer due diligence under

performing a due diligence review. To determine

Section 6 of the Wwft. The conclusion that simplified

the plausibility that the funds originate from a

customer due diligence is appropriate will always

legal source, the institution must identify specific

be based on a risk assessment. A risk assessment

indicators which determine the depth of the review.

will take place in all cases, after which the intensity

Possible combinations of indicators are the amount

of the customer due diligence will be geared to the

concerned, the stated explanation for the origin of the

estimated risk. The institution can carry out a prior

funds, the age and occupation or business activities

assessment of the cases in which simplified customer

42 For more information see the DNB Good Practices on tax integrity risks for banks and trust offices.
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High-risk customer, product, transaction and

Dutch Credit Registration Agency) or whether their

country

identity documents are genuine (e.g. through the

If jurisdictions have been identified by the European

Dutch Identity Verification System) and whether the

Commission and/or the FATF as jurisdictions that

customer appears in institutions’ internal or external

have deficiencies in their regimes for the combating

warning systems. Such additional information may

of money laundering and terrorist financing, this

relate to the reputation of the customer or the UBO,

should be regarded as one of the factors that

but also of persons with whom they are associated.

increase the risk of money laundering and terrorist

This includes the acquisition and assessment

financing in a business relationship or transaction.

of information on business activities, including

In such cases institutions must take additional

negative information. As part of enhanced customer

measures to mitigate the heightened risk. If the

due diligence, the institution must also conduct a

customer is not a natural person, the institution

deeper investigation into the source of the funds.

must decide which measures to take to verify

Section 9(2) of the Wwft details the special measures

the legal status of that customer. The measures

that can be set out in a ministerial decree in the

to be taken depend on the risk of the jurisdiction

case of customers and their UBOs who are resident

concerned. If a customer is a Dutch legal entity but

or established in high-risk third countries (countries

has a UBO resident in such a state, this means that

designated as such by the European Commission).

the institution must include this UBO as a high-risk

The specified measures include gathering additional

factor.

information on the purpose and nature of the
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business relationship, the origin of the funds used
Special measures are also taken for transactions and

in the business relationship or the transaction

business relationships that are connected with these

and the source of customers’ and UBOs’ assets.

states, ranging from additional checks on business

The customers’ data must also be updated very

relationships and correspondent relationships to

regularly and additional checks must be made of the

limiting or refusing to execute certain transactions.

business relationship and associated transactions.
Additional information is also gathered concerning

Standard procedures are not sufficient when

the background to and motives for the transactions.

accepting customers purchasing a product

Section 9(3) has a comparable list of transactions,

with a heightened risk, for example products

business relationships and correspondent banking

or combinations of products which differ from

relationships relating to high-risk third countries.

standard products. The institution must therefore do

No ministerial decree under Section 9 of the Wwft

more than simply check whether the customer or

has been adopted at the time of publication of this

other stakeholders appear(s) on the sanctions lists,

Guideline.

whether they are creditworthy (e.g. through the
47 See the DNB Q&A on FATF watch lists, available for consultation at: http://www.toezicht.dnb.nl/3/50-223306.jsp.
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4.10 Outsourcing

periodically verifies and ascertains this and, if
required, reports on it to the third party.

Under Section 10 of the Wwft, the customer due
diligence may be outsourced to a third party.

For more information on risks of outsourcing, see

With the amendment to the Wwft resulting from

the DNB ‘Good Practices for control of risks in

the implementation of the fourth Anti-Money

outsourcing’ from 2017.

Laundering Directive, it has been made clear that
this provision relates to outsourcing or agency
relationships.55 The provision does not refer to the
introduction of customers by other banks or other
financial undertakings as referred to in Section 5(1)
of the Wwft. An institution may outsource customer
due diligence to identify the customer, the UBO, a
trust or an unincorporated partnership, to verify the
identity of those persons and entities and to identify
the purpose and envisaged nature of the business
relationship. Monitoring of the business relationship
may, however, only be carried out by the institution
itself.56
The institution that has outsourced the due
diligence remains responsible for complying
with requirements concerning the customer due
diligence. In the event of outsourcing to a third
party, the institution must therefore prepare a clear
risk assessment which includes the expertise and
practical approach of the third party in terms of
Wwft compliance. It is important that institutions
not only stipulate in writing that the third party
will comply with the Wwft and where necessary
the institution’s policy rules, but that the institution

55 House of Representatives 2017-18, 34 808, no. 3, p. 57.
56 This is because Section 3(2)(d) of the Wwft is not referred to in Section 10(1) of the Wwft. In the case of institutions
governed by the Wft, and where the executing party is a member of the same group, such constant monitoring
may be carried out by this party within the group.
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objective indicators apply to which institutions.

of providing services for that customer. It is not a

For example, the money transfer indicator applies

requirement that there must be a direct or causal

to banks, electronic money institutions, financial

connection between the unusual transaction and

institutions, payment service agents and payment

the activities of the institution. The words “action

service providers.

or series of actions by or on behalf of a customer”
should be interpreted in such a way that the passive

However, the emphasis in the reporting obligation is

involvement of the institution (by virtue of its

on the subjective indicator. The subjective indicator

knowledge of the transaction) can also trigger the

requires an institution to report a transaction if it

statutory reporting obligation.

has reason to suspect that the transaction may be
related to money laundering or terrorist financing.

5.5.1 Life insurers’ reporting obligation

This indicator applies to every institution that falls

Life insurance products are generally products with

within the scope of the Wwft. The institution must

lower money laundering and terrorist financing

therefore assess whether a particular transaction

risk. Despite the lower risk, it is still possible that

should be reported because of a possible link

products will be purchased with the proceeds of

to money laundering or terrorist financing. The

financial and economic crime. There is also a risk

institution thus has its own responsibility for the

that assets may be withdrawn to finance terrorism.

adequate reporting of unusual transactions.

On 25 October 2018 the FATF issued the ‘Risk-based
Approach Guidance for the Life Insurance Sector’.63

Where indicators are related to a specific limit, the

This document provides guidance for life insurers on

institution should also assess whether there is a

the adoption of a risk-based approach.

connection between two or more transactions. This
can be done on the basis of the type of transaction

The examples below concern indicators of

and the amounts involved. If a connection is shown

transactions in which the life insurer has grounds

to exist, these transactions could be reported under

to investigate the transaction further and to

the subjective indicator.

assess whether there are any factors requiring the
transaction to be designated as unusual. The file

The definition of a transaction62 is intended to

handler will notice some of those transactions in the

make clear that an unusual transaction by the

initial work process. For some of the other indicators

customer or by a third party acting on behalf

the life insurer will perform regular queries to assess

of the customer must always be reported if the

whether transactions may have been unusual.

institution has become aware of it in the course
62 Transaction: an action or series of actions by or on behalf of a customer of which the institution has become
aware in providing its services for that customer, Section 1 of the Wwft.
63 The FATF ‘Risk-based Approach Guidance for the Life Insurance Sector’ is available for consultation at:
http://www.fatf-gafi.org/documents/riskbasedapproach/documents/rba-life-insurance.html?hf=10&b=0&s=desc(fatf_releasedate).
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5.9 Legal claims and confidentiality
under the Wwft

However, if the criminal investigation requires the
customer relationship and the transactions to be
continued, this possibility will no longer be available.

Institutions may face demands from the Public

The request to continue the customer relationship

Prosecution Department to supply customer

and the transactions will be stated in the demand by

information as part of a criminal investigation into

the public prosecutor.

a customer (or into third parties). The institution is
subject to a confidentiality obligation.

In that situation enhanced monitoring of the
customer and his transactions and careful recording

A demand may be grounds for the institution to

of the relevant facts and circumstances in the

conduct more detailed and possibly enhanced

customer file can provide the necessary safeguards

customer due diligence and to carry out additional

to address the risks. Institutions may only terminate

monitoring of the customer’s transactions. The

a relationship with a customer on the basis of the

results of the more detailed customer due diligence

demand if the Public Prosecution Department gives

may be grounds for institutions to take control

its consent.

measures or report unusual transactions to the FIU
without discussing the demand with the customer.

Finally, in the above situations the obligation to

If the Public Prosecution Department does not

report unusual transactions effected by or on behalf

want the customer to know that an investigation is

of persons to whom the demand relates remains

ongoing, this will be explicitly stated in the demand.

fully in force.

This means that if the institution takes control
measures, the customer must not be aware of them.
A demand from the Public Prosecution Department
does not necessarily require an institution to
terminate the customer relationship on the basis
of the Wwft or the Wft or to suspend services.
An institution may conclude on the basis of its
customer due diligence that the risks posed by
the customer are unacceptable and that there are
grounds for terminating the relationship. If there are
indeed unacceptable risks or if it is not possible to
meet the customer due diligence requirements, the
institution may terminate the customer relationship
at the first opportunity.
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8 Record-keeping, data
retention obligation
and the General Data
Protection Regulation
(GDPR)
Various laws70 stipulate that institutions must

whether the data are stored electronically or as a

retain customer and transaction data. This concerns

physical document.

all data obtained during the CDD process, e.g.
copies of identity documents, account information,

The Guidelines entitled ‘Identification and

correspondence, memos of conversations about

verification of personal data’ issued by the College

and with the customer, transactions effected by

Bescherming Persoonsgegevens, the predecessor of

the customer and other services provided for the

the current Dutch Data Protection Authority, state

customer. The customer file must also show how

that a financial institution can also retain a copy of

the decision-making process surrounding customer

the inspected identity document – as proof of the

acceptance has taken place, e.g. in the case of high-

identification obligation (reconstruction obligation).

risk customers.

Under Section 33 of the Wwft there is no obligation
to record the Citizen Service Number (BSN).71

For legal entities, records must include the
particulars of the natural persons representing the

The current Wwft takes account of the General Data

legal entity vis-à-vis the institution. For the UBO,

Protection Regulation (GDPR). A key principle of

the person’s identity and the method by which it

the GDPR is ‘purpose limitation’, which is detailed in

was verified must be recorded. Where a customer

Section 34a(1) of the Wwft. Personal data collected

acts as a trustee, the institution must also record,

under the Wwft can in principle only be processed

in a retrievable way, the particulars of the settlors,

for the purpose for which it was initially collected,

the trustees and the UBOs. If the customer acts

namely compliance with the Wwft with a view

as a partner in an unincorporated partnership, the

to preventing money laundering and terrorist

institution records the details of the partners, the

financing.

persons authorised to manage the partnership and
the persons who are able to exert considerable

In addition to the purpose limitation, Section

influence on or have considerable interests in the

34a(2) of the Wwft states that institutions must

partnership.

inform customers of the legal obligation covering
the processing of personal data under the Wwft.

The purpose of the data retention obligation is,

This could include informing customers about

inter alia, to enable the authorities to understand

the purpose of the processing of the data and the

a customer’s activities, e.g. in the event of an

statutory retention period that applies in respect of

examination or criminal investigation. The various

such data.

records and files must therefore be readily accessible
to the supervisory authority. It makes no difference
70 Sections 33, 34 and 34a of the Wwft, Article 14 of the Prudential Rules (Financial Supervision Act) Decree, Article 10,
of Book 2 of the Dutch Civil Code, Section 52 of the State Taxes Act.
71 Available for consultation at: https://wetten.overheid.nl/BWBR0033181/2012-07-12.
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