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Good practice document on integrity risk appetite

Over the past years, we have explicitly drawn 

attention to the need for high-quality systematic 

integrity risk analyses (SIRAs) as the groundwork for 

robust risk management. It is a vital element of the 

risk management cycle that financial institutions 

make deliberate choices on an ongoing basis about 

integrity risks such as money laundering, terrorist 

financing and corruption, asking themselves which 

risks they are prepared to accept, and which must 

be avoided or mitigated by implementing controls. 

Your institution will be best equipped to make such 

choices if you have formulated an unambiguous 

integrity risk appetite. By calling on institutions 

to devote attention to this, we are acting in line 

with the FSB report ‘Principles for An Effective Risk 

Appetite Framework’ of 18 November 2013. Earlier, 

we drew attention to the financial risk appetite, 

in connection with our examination into the 

effectiveness of risk management at banks¹.

In this document, we provide more details about 

the integrity risk appetite, further to our findings 

from the exploratory examination into its practical 

application, which dates from 2016. Our aim 

was to establish the degree with which financial 

institutions had explicitly documented their risk 

appetite in the area of integrity risks and whether 

they actually made deliberate choices about 

dealing with the various integrity risks inherent 

in their business model and the conduct of their 

Introduction

business operations. As announced in June 2016 and 

subsequent newsletters, our examination focused 

particularly on whether the SIRA’s outcomes were 

assessed against the integrity risk appetite and on 

the involvement and roles of staff members and 

departments in drawing up that appetite.

It became apparent that many financial institutions 

were unable to describe how they explicitly 

document their integrity risk appetite or which role 

it could play in their organisations. This leaflet is 

meant to assist you in designing and putting into 

practice a robust integrity risk appetite. Also, we will 

address the topic of de-risking, which is one way in 

which a financial institution could deal with integrity 

risks. The Financial Action Task Force (FATF) defines 

de-risking as terminating or restricting business 

relationships with specific categories of customers 

due to unacceptable integrity risks, without 

performing individual risk assessments.

 

1	� Read more about the examination in our Banking Supervision Newsletter. 
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We believe it is important that you consider three 

aspects when you design your integrity risk appetite:

▪▪ the scope of the integrity risk appetite

▪▪ the responsibility of senior management for 

establishing, communicating and monitoring the 

integrity risk appetite

▪▪ embedding the integrity risk appetite into your 

institution’s operations, and the allocation of 

roles between its lines of defence.

We will discuss these aspects in more detail below.

Scope of the integrity risk appetite

The integrity risk appetite preferably states, for each 

activity or product category, the relevant risk type 

and the corresponding risk appetite. These must be 

considered for a range of scenarios. Accordingly, 

all relevant disciplines in your institution’s 

organisation must be involved. This diagram 

illustrates the use of an integrity risk appetite: 

2 Designing the  
integrity risk appetite

As noted earlier, adopting and updating the integrity 

risk appetite is an iterative process, meaning that it 

must be repeated at regular intervals and also 

whenever there is reason to do so. 

Responsibilities of senior management

Your institution’s senior management (specifically 

the members of its management board) bears 

final responsibility for the institution’s risk profile. 

This means that it chooses to either accept, avoid, 

control or outsource specific risks. The Financial 

Stability Board has described the role and 

responsibilities of senior management, whose 

responsibilities include:

▪▪ ensuring that the integrity risk appetite is aligned 

with the financial institution’s short-term and 

medium-term strategic objectives

▪▪ reviewing the integrity risk appetite against the 

financial institution’s risk profile and arranging 

for independent audits of those reviews
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It therefore decided to transfer its service provision 

for this group to a specialised team. This team used 

pre-existing processes and procedures of other 

departments which better safeguarded adequate 

monitoring of integrity risks. By serving a specific 

group of high-risk customers through a specialised 

team, the bank could continue providing its services 

within the limits of its integrity risk appetite.

Allocation of roles among the three lines of 

defence

Identifying risks and developing appropriate risk 

controls requires that you collect input from a 

range of organisational units, such as compliance, 

risk, audit, product development, policy and 

sales. You need the involvement of these entities 

to embed the policy adopted and ensure the 

procedures are actually put into practice. This is 

in line with Section 10(3) and (4) of the Decree on 

Prudential Rules for Financial Undertakings (Besluit 

prudentiële regels Wft) which requires financial 

institutions to inform all relevant organisational 

units of its policy and procedures and see to their 

implementation. In doing so, each line of defence 

has its own responsibility with respect to the 

integrity risk appetite.

The first line must formulate the integrity risk 

appetite specifically for its own organisational 

unit, while ensuring that it is in line with the 

integrity risk appetite of the financial institution 

overall. It provides sufficient substantiation, such 

as scenarios and data analysis. It also monitors 

whether the formulated integrity risk appetite is 

applied correctly. The second line, besides being 

involved in formulating the integrity risk appetite, 

is responsible for reviewing it against applicable 

laws and regulations, as well as for monitoring 

application of the integrity risk appetite in day-

to-day operations, independently from the first 

line. The third line performs independent audits to 

provide assurance to senior management that all 

organisational units operate in accordance with the 

formulated integrity risk appetite.
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4 Status of  
this document

Good practice document of De Nederlandsche Bank N.V., 

dated 28 September 2017, with guidelines for the 

integrity risk appetite (official title: ‘Good practice 

document on integrity risk appetite’)

Disclaimer

This good practice document provides non-binding  

recommendations for the application of rules 

regarding sound and ethical operational management,  

notably banks, pension funds, insurers, payment 

institutions and trust offices, referred to below as 

‘financial institutions’.

It sets out our expectations regarding observed or 

envisaged behaviour in policy practice that reflects 

an appropriate application of the rules to which this 

good practice document pertains.

We encourage financial institutions to take our 

expectations into account in their considerations 

and decision-making, without them being obliged 

to do so, while also taking into consideration their 

specific circumstances. The good practice document 

is only indicative in nature and therefore does 

not alter the fact that some financial institutions 

should apply the underlying regulations differently, 

and possibly more strictly. It is your institution’s 

responsibility to take this into account.

Related legislation and regulations

This good practice document pertains to the 

following statutory provisions:

▪▪ Sections 3:10 and 3:17 of the Financial Supervision 

Act (Wet op het financieel toezicht – Wft), read 

in conjunction with Section 10 of the Decree 

on Prudential Rules for Financial Undertakings 

(Besluit prudentiële regels Wft – Bpr)

▪▪ Section 19 of the Pension Fund (Financial 

Assessment Framework) Decree (Besluit financieel 

toetsingskader pensioenfondsen – Bftk), read in 

conjunction with Section 14 of the Decree 

implementing the Pensions Act (Besluit uitvoering 

Pensioenwet – BuP)

▪▪ Section 10 of the Act on the Supervision of Trust 

Offices (Wet toezicht trustkantoren – Wtt), read 

in conjunction with Section 4 of the Regulation 

on sound operational management (Regeling 

integere bedrijfsvoering Wtt – RIB Wtt)




