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1 Introduction

1.1 DNB's integrity supervision

De Nederlandsche Bank (DNB) supervises trust offices under the Act on the Supervision of Trust
Offices 2018 (Wet toezicht trustkantoren 2018 — Wtt 2018)' . A trust office is a legal entity, partnership
or natural person providing one or more trust services in a professional capacity or on a commercial
basis. Examples of common trust services include serving as a legal entity's director or providing a
postal address while rendering other services, such as keeping accounting records.

Trust offices are gatekeepers of the Dutch financial system and must protect its integrity. Besides trust
offices, a wide range of other (financial) institutions have been designated as gatekeepers. DNB and
others supervise these institutions under the Anti-Money Laundering and Anti-Terrorist Financing Act
(Wet ter voorkoming van witwassen en financieren van terrorisme — Wwft).

1 On 31 May 2024, the European Parliament and the Council published Regulation (EU) 2024/1624 on the prevention of the use of the financial
system for the purposes of money laundering or terrorist financing (AMLR). The AMLR will largely apply from 10 July 2027. The Dutch Anti-
Money Laundering and Anti-Terrorist Financing Implementing Act was published for consultation on 3 July 202s. It will implement both the
AMLR and Directive (EU) 2024/1640 (AMLDG6), incorporating the amendments made to the Wtt 2018 under the AMLR.

2 For the definition of trust services, see Section 1 of the Wtt 2018 and the glossary of terms.
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1.2 Background

In 2024, DNB published the Q& As and Good Practices on the Wwft for
various reasons, including to provide Wwft institutions guidance in applying
a risk-based approach to customer due diligence and ongoing monitoring.
Trust offices must comply with the Wtt 2018 and the Wwft whenever they
provide trust services. The Q&As and Good Practices on the Wwft do not
specifically address the obligations imposed on trust offices under the Wtt
2018, which entered into force on 1 January 2019.

Over the years — both before and after its entry into force — we released
various policy statements related to the Wtt 2018 and the standards it
incorporates.? Following publication of the Q&As and Good Practices on the
Wwft (the revised version of the DNB Guideline on the Anti-Money
Laundering and Anti-Terrorist Financing Act) and discussions with sector
participants, we have decided to publish a dedicated policy statement
specifically on the Wtt 2018.

1.3 Good Practices status

These good practices set out suggestions or recommendations for trust
offices. They are examples of how trust offices can comply with legislative
and regulatory requirements that, in our opinion, provide a good
interpretation of the obligations arising from laws and regulations. Trust
offices are free to adopt another approach, as long as they comply with the
relevant laws and regulations, and are able to demonstrate this on
reasoned grounds.

The Good Practices Wtt 2018 provide trust offices with an up-to-date
overview of their obligations under the Wtt 2018, as well as guidance in
applying the relevant standards. It does not aim to provide an exhaustive
overview of all obligations imposed on trust offices.
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1.4 Structure of these Good Practices

This policy statement consists of descriptions of the legal framework and
overviews of relevant national and international policy statements,
complemented by examples in the form of good practices. It is structured
as follows: Section 2 discusses sound and ethical business operations.
Section 3 addresses customer due diligence (CDD). The good practices that
deal with customer due diligence assume that a trust office provides trust
services a and b as referred to in Section 1 of the Wtt 2018. No good
practices are included that pertain to customer due diligence in other types
of trust services. Section 4 deals with documenting customer due diligence.
Lastly, Section 5 sets out training requirements.

1.5 Future amendments

This policy statement is based on currently applicable laws and regulations.
The AMLR, although already in force, falls outside its scope, as this
regulation is not yet applicable. Likewise, the Anti-Money Laundering and
Anti-Terrorist Financing Implementing Act published for consultation at the
time of publication of this document falls outside the scope of this policy
statement, as it is a legislative proposal that has not yet entered into force.

Despite future adjustments to the legal framework, we consider it
important to provide trust offices with good practices in line with current
laws and regulations. In our view, providing further guidance to sector
participants now also helps them prepare carefully for future obligations,
strengthening their role as gatekeepers.

3 See, for example, the Fact sheet on the Act on the Supervision of Trust Offices 2018 and the Good practices in transaction monitoring for trust offices.
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1.6 Status of other DNB policy statements on integrity
supervision

The Q&As and Good Practices on the Wwft apply to trust offices, with the
exception of the provisions that deal with customer due diligence. The
systematic integrity risk analysis (SIRA) that trust offices are required to
have under Section 10 of the Decree on the Supervision of Trust Offices
(Besluit toezicht trustkantoren — Btt 2018) does not form part of this policy
statement, as relevant good practices for trust offices are included in the
DNB SIRA Good Practices.*

The Sanctions Act 1977 (Sw) is not covered in the Q&As and Good Practices
on the Wwft or in the present Good Practices on the Wtt 2018. The section of
the former DNB Guideline on the Anti-Money Laundering and Anti-Terrorist
Financing Act that deals with the Sw was published unchanged when the
Q&As and Good Practices on the Wwft were published.> The section on the
sanctions regulations will be revised in due course when the Sw is updated.
This policy statement can be consulted for guidance on sanctions.

DNB has also issued a large number of policy statements regarding the Wtt
2018. This new policy statement aims to provide an updated and
comprehensive framework, replacing previous policy statements that
pertain to the Wtt 2018.°

Besides the Good Practices on the Wtt 2018 and the Q&As and Good
Practices on the Wwft, DNB has published other policy statements on

4 The SIRA Good Practices can be accessed via this link.
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integrity legislation. An overview of all our general and sector-specific
policy statements on integrity legislation is available on our Open Book on
Supervision web page.’

1.7 Legal framework

1.7.1 Relevant Dutch and international laws and regulations

Due to the specific integrity risks inherent in trust services, a dedicated
sector regulation was introduced in 2004 — the Supervision of Trust Offices
Act (Wtt), superseded by the Wtt 2018. DNB's supervision of trust offices is
based on the Wtt 2018, the Decree on the Supervision of Trust Offices 2018
(Btt 2018) and the Regulation on the Supervision of Trust Offices 2018 (Rtt
2018), as far as trust services are concerned. The Wwft also applies to trust
offices pursuant to Section 1a(4), under f, of the Wwft in cases where a trust
office provides services governed by the Wwft.

Pursuant to Section 3(14) of the Wwft, customer due diligence within the
meaning of Section 3(1) of the Wwft is to be understood as the measures
prescribed under Chapter 4 of the Wtt 2018.

In interpreting and applying the Wtt 2018 and the Wwft, trust offices must
also comply with related laws and regulations, in particular, the General
Data Protection Regulation (GDPR). For further clarification on obligations
arising from those regulations, we refer to the competent authorities (in
this case, the Dutch Data Protection Authority).

5 See https://www.dnb.nl/en/sector-information/open-book-supervision/laws-and-eu-reqgulations/sanctions-act-1977/the-section-on-sanctions-regulations-in-the-former-

dnb-guideline-on-the-anti-money-laundering-and-anti-terrorist-financing-act-and-sanctions-act/.

6 The present Good Practices on the Wtt 2018 replace the Good Practices in transaction monitoring for trust offices, the Good Practices on tax integrity risks for
customers of trust offices, the Fact Sheet on the Wtt 2018 (in Dutch), the Fact Sheet on Customer due diligence by trust offices in relation to the report ‘From recovery
to balance’ (in Dutch) and the Fact Sheet with additional information for trust offices. Obviously, policy statements issued before the Wtt 2018 entered into force
refer to previous laws and regulations. For example, some good practices cited in the Good Practices in transaction monitoring for trust offices have meanwhile been
enshrined in current laws and regulations. In such situations, a trust office must obviously comply with applicable laws and regulations. The examples given are still
relevant. It is up to a trust office to determine whether a specific policy statement or example applies to it. The Good Practices on the Wtt 2018 do not replace the

Policy Rule on socially proper conduct by trust offices (in Dutch).
7 See Supervision of trust Offices.
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1.7.2 Dutch and international policy statements

Given the background of the Wtt 2018, the number of relevant international
policy statements is limited. The FATF, the global organisation that develops
binding standards on combating money laundering and terrorist financing,
has published guidance for trust offices. This provides trust offices with
tools for conducting adequate analysis of money laundering and terrorist
financing risks and preparing an effective risk management framework.®
DNB was involved in the preparation of this guidance.

European supervisory authorities, such as the European Banking Authority
(EBA), have not published any guidance specifically for trust offices, but the
EBA did publish guidance that also applies to trust offices.> We expect trust
offices to comply with this guidance. Furthermore, we expect trust offices
to keep abreast of new European laws, regulations and guidance and -
where appropriate - take them into account when drafting and applying
policies, procedures and measures.”

Regarding the application of the Wwft by trust offices, they should read the
Q&As and Good Practices on the Wwft and the present Good Practices on
the Wtt 2018 in conjunction with the General Guidance issued by the
Ministry of Finance and the Ministry of Justice and Security.

1.7.3 Risk-based approach (difference between Wwft and Wtt 2018)
Given the importance we attach to the risk-based approach under the
Wwft, we also consider it important to discuss the difference with the
system that applies under the Wtt 2018. When introducing the Wtt 2018,
due to the inherently high integrity risks associated with the provision of
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trust services, the legislator chose to impose specific obligations of result
for each aspect of customer due diligence. Best-efforts obligations are
imposed only for those aspects of customer due diligence that by their
nature cannot produce any results with certainty. By explicitly imposing the
various customer due diligence measures in this way, the legislator inten-
ded to further clarify the obligation for trust offices to conduct customer
due diligence and promote compliance.”

This means the Wtt 2018 has a different approach to carrying out customer
due diligence than the risk-based approach under the Wwft. For example,
Section 3(8) of the Wwft, which deals with tailoring the customer due
diligence process to the customer's risk sensitivity, business relationship,
product or transaction, does not apply to trust offices pursuant to Section
3(14) of the Wwft. Similarly, simplified customer due diligence under the
Wwft does not apply to trust offices. Trust offices cannot reduce the
intensity of the measures they take in low-risk cases. This does not alter
the fact that trust offices are expected to design their business operations
in such a way as to identify and manage integrity risks.?

1.7.4 DNB's risk-based supervision

DNB takes a risk-based approach with regard to its supervision. This
approach forms the basis of our supervision, including with regard to trust
offices. We deploy our supervisory capacity in areas with the highest
integrity risks. The intensity of our supervision increases as the potential
materialisation of risks has greater implications for public trust in the
sector. Our approach is aligned with the EBA's guidelines on risk-based
supervision.’

8 See also https://www.fatf-gafi.org/en/publications/fatfrecommendations/documents/rba-trust-company-service-providers.html.

9 Such as the Guidelines on ML/TF risk factors.

10 Such as communications from the EU Anti-Money Laundering Authority (AMLA).
1 Parliamentary Papers Il 2017/2018, 34910, no. 3, p. 9.

12 Parliamentary Papers Il 2017/2018, 34910, no. 3, p. 3.

13 See also Q&As and Good Practices on the Wwft, p.7.
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2 Sound and ethical operational
management

2.1 Introduction 7
2.1 | ntrOdUCtlon 2.2 At least two day-to-day policymakers 7
This section addresses a number of obligations related to the sound and ethical operational ) . .
. . . . . 2.3 Compliance and audit functions 8
management of a trust office. Section 2.2 considers the requirement for trust offices to have at least
two day-to-day policymakers. Section 2.3 deals with the compliance and audit functions. Section 2.4
describes the duty to report incidents. Lastly, section 2.5 discusses risk classification. 2.4 Incidents B
2.2 At least two day-to-day policymakers 2.5 Risk classification 5

Legal framework

Section 11 of the Wtt 2018 requires that at least two natural persons determine the day-to-day policies
of a trust office in the Netherlands. These persons must perform these activities from the Netherlands.
A trust office must permanently comply with this requirement, which means that if one or more
day-to-day policymakers are absent or unable to act, it must promptly arrange for replacement to
ensure that at least two are available.* On request, DNB may, whether or not temporarily, grant
exemption from this requirement. The request must demonstrate that the requirement cannot
reasonably be met and that the interests the requirement aims to protect are appropriately
safeguarded. It follows from the explanatory memorandum to the Act that such exemption may be
granted only in exceptional cases such as the death of a director.”

Furthermore, a trust office’s policies must be (co-)determined by persons who are fit and proper. Prior
to a person’s appointment as a (co-)policymaker, DNB will establish their fitness and propriety.
Similarly, a trust office’s ultimate beneficial owner (UBO) must be fit and proper. If a natural person
holds a qualifying holding in the trust office, DNB will also establish their propriety.

14 Parliamentary Papers Il 2017/2018, 34910, NO. 3, p. 42.
15 Parliamentary Papers Il 2017/2018, 34910, NO. 3, p. 42.
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The following laws and regulations are particularly relevant:
m Section 10 of the Wtt 2018

m Section 11 of the Wtt 2018

m Sections 4 to 8 of the Btt 2018

The following other policy statements are particularly relevant:
m Our assessment of management and supervisory board members

Rationale

The two-headed day-to-day management requirement for trust offices is
enshrined in law with a view to safeguarding continuity and quality in the
conduct of a trust office’s business.’® In addition, having two day-to-day
policymakers ensures adequate countervailing power, contributing to the
safeguarding of sound and ethical operational management.” 2.3 Compliance and audit functions

Good practices 2.3.1 Compliance function

Legal framework
The Wtt 2018 requires a trust office to have a compliance function, which
must be performed in an effective and independent manner.

Task

The Wtt 2018 provides that the compliance function is aimed at monitoring
the trust office’s compliance with statutory requirements and internal
regulations. The Btt 2018 provides that the compliance function must, on an
ongoing and systematic basis, identify, analyse and assess, advise on,
monitor and report on the risk of inadequate compliance with the law and
the trust office’s procedure manual, policies, procedures and measures.™

16 Parliamentary Papers Il 2017/2018, 34910, no. 3, p. 7.
17 Parliamentary Papers 11 2017/2018, 34910, no. 3, p. 42.
18 Bulletin of Acts, Orders and Decrees 2018, 463, p. 19.
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Independence

The Btt 2018 provides that the natural persons who perform the compliance
function must not be involved in the activities they monitor, i.e. customer-
facing activities. Furthermore, the Btt 2018 provides that the compliance
function must also not be performed by natural persons involved in
performing the audit function. Lastly, it is important that one policymaker is
designated as having executive responsibility for the compliance function.
This policymaker must not also have executive responsibility for the audit
function. It follows from the Btt 2018 that policymakers must not be directly
involved in the activities of the compliance function. It follows from the
explanatory memorandum to the Btt 2018 that this is in line with the
concept of the compliance function being able to function fully
independently.”

Ban on outsourcing compliance function

To promote ongoing monitoring of the trust office’s compliance with the
law and internal regulations, the Wtt 2018 requires the compliance function
to be performed permanently and by the trust office’s own staff.®°
Outsourcing the compliance function is not permitted.

Sufficient authority, resources, expertise and access to information

The Btt 2018 also requires that the organisational unit performing the
compliance function has sufficient authority, resources, expertise and
access to all the information it needs to perform its function effectively and
independently. This means the staff members must have sufficient
authority, knowledge and skills to do their work effectively. The training
and experience this requires depend on the type of services provided by the
trust office and the resulting integrity risks.?

19 Bulletin of Acts, Orders and Decrees 2018, 463, p. 19.
20 Bulletin of Acts, Orders and Decrees 2018, 463, p. 18.
21 Bulletin of Acts, Orders and Decrees 2018, 463, p. 18.
22 For example, see Parliamentary Papers Il 2017-2018, 34910, no. 3, p. 7.
23 Bulletin of Acts, Orders and Decrees 2018, 463, p. 19.
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The Btt 2018 includes a number of further requirements pertaining to the
activities and resources of the compliance function to ensure sufficient
scope and quality. Some of these requirements are:

m The compliance function must perform a number of activities on a
permanent basis to identify deficiencies on the part of the trust office.

m The compliance function must have a risk-based annual work
programme in place, describing its working methods.

m In terms of staffing and hours spent, the trust office must take into
account the number of customers and the nature of its activities and the
associated integrity risks, quantified and substantiated in a written
analysis.

The following laws and regulations are particularly relevant:
m Section 15(1) of the Wtt 2018

m Section 16(2) of the Wtt 2018

m Section 17 of the Btt 2018

m Section 19 of the Btt 2018

Rationale

One of the main objectives of the Wtt 2018 and the Btt 2018 is to promote
the further professionalisation of trust offices.? Part of this is the three-
lines-of-defence model.z In this model, the compliance function acts as a
second line of defence, identifying and reporting deficiencies or defects to
the management board, allowing management to adequately addressed
them in the first line of defence.
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2.3.2 Audit function

Legal framework
The Wtt 2018 provides that trust offices must have an independent audit
function.

Tasks and activities

The main task of the audit function is to monitor compliance with the
provisions under or pursuant to the Wtt 2018, the Wwft and the Sw, and to
monitor the compliance function. This applies specifically to checking the
effectiveness of guidelines, procedures and measures in place to manage
the integrity risks identified. Any deficiencies must be reported to the
management board, allowing the day-to-day policymakers to make the
necessary changes.

The audit function’s staffing and resources must be tailored to the trust
office’s risk profile.* A well-equipped audit function must perform an audit
at least once annually. This implies that the audit function must have
sufficient expertise and access to all the information it needs.

Independence

The statutory independence requirement implies that persons performing
this function must not be involved in the first- and second-line activities
they audit. The Btt 2018 additionally requires one policymaker to be
designated as having executive responsibility for the audit function.
Policymakers must not be directly involved in the audit function’s activities.
It follows from the explanatory memorandum to the Btt 2018 that this is in
line with the concept of the audit function being able to function fully
independently.

24 Parliamentary Papers Il 2017-2018, 34910, NO. 3, P. 44-45.
25 Bulletin of Acts, Orders and Decrees 2018, 463, p. 19.
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It follows from the explanatory memorandum to the Btt 2018 that the audit
function must preferably be outsourced to ensure that the compliance
function is assessed with sufficient criticality and unbiased. If the trust office
chooses for the audit function to be performed by its own staff, it must
safeguard that the function has the independence and expertise needed to
conduct an integrity audit.?®

The following laws and regulations are particularly relevant:
Section 15(2) of the Wtt 2018

Section 16(1) of the Wtt 2018

Section 18(1) of the Btt 2018

Section 18(2) of the Btt 2018

Section 19 of the Btt 2018

Good practices

26 Bulletin of Acts, Orders and Decrees 2018, 463, p. 17-18.
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2.4 Incidents

Legal framework
The Wtt 2018 requires a trust office to report incidents to DNB without
delay.

Definition of an incident

An incident is defined as behaviour or an event that poses a serious threat
to the trust office’s ethical operational management. It follows from the
explanatory memorandum to the Act that incidents can relate to a
customer or an object company, as well as behaviour of staff members and
directors of the trust office or a third party.” The trust office must carefully
consider whether the behaviour or event could potentially impact its ethical
operational management. When in doubt whether a specific situation
qualifies as an incident, it must be reported.?

Follow-up and documentation of incidents

The trust office must take measures to manage risks and prevent
recurrence, and must document the incidents and measures. It must ensure
that this documentation can be made available to the supervisory
authority. The duty to report an incident also applies if the trust office has
taken mitigating measures.®

The following laws and regulations are particularly relevant:
m Section 20 of the Wtt 2018

m Section 16 of the Btt 2018

m Section 9 of the Rtt 2018

The following other policy statements are particularly relevant:
m Reporting incidents (Dutch)

27 Parliamentary Papers Il 2017-2018, 34910, NO. 3, p. 46.
28 Parliamentary Papers Il 2017-2018, 34910, no. 3, p. 46.
29 Parliamentary Papers Il 2017-2018, 34910, NO. 3, p. 47.
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Rationale

It is important that wrongdoing in the financial sector is reported and
investigated where needed, as this contributes to both an ethical sector and
financial stability.

Incident reports are a key source of information in DNB's supervision. Based
on incident reports, we can gather information for a specific trust office and
check whether its ethical operational management is functioning properly.
They also help us gain insight into any sector-wide integrity concerns.

Good practices

Good practice: Distinguishing between incidents and
signals

A trust office's policy distinguishes between signals and incidents. Both
are recorded in dedicated internal registers. As soon as an event occurs
that potentially qualifies as an incident, the trust office considers
whether it qualifies as an incident within the meaning of Section 20 of
the Wtt 2018 and that must be reported to the supervisory authority
without delay.

If not, it qualifies the event as a signal and does not report it to the
supervisory authority.

13


https://www.dnb.nl/nieuws-voor-de-sector/oud/melden-incidenten/
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2.5 Risk classification Good practices

Legal framework

The Btt 2018 provides that for the purpose of ethical operational
management, a trust office must have organisational and control structures
in place to classify risks related to customers, products or services.

The following laws and regulations are particularly relevant:
m Section 14 of the Wtt 2018

m Section 26 of the Wtt 2018

m Section 14 of the Btt 2018

Rationale

The rules on risk classification aim to promote integrity risk analysis by trust
offices.3° Linking a risk profile to customers, products and services helps
detect anomalous transactions and manage integrity risks.

30 Bulletin of Acts, Orders and Decrees 2018, 463, p. 29 ff.
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3 Customer due diligence

3.1 Introduction

Trust offices conduct customer due diligence to prevent their services from
being abused for purposes such as money laundering, terrorist financing or
tax evasion.?

The customer due diligence required of trust offices overlaps in certain
respects with customer due diligence required under the Wwft. Additional
obligations apply to trust offices under the Wtt 2018 due to the special
nature of trust services and the associated higher integrity risks. This is why
the investigation performed by a trust office considers not only customers
but also object companies.

This section looks at some of the obligations with respect to customer due
diligence, without pretending to be exhaustive. Also, it only discusses
customer due diligence in the case of trust services a and b. First, Section 3.2
discusses the ban on premature service provision. Section 3.3 deals with the
ban on service provision involving certain countries. Section 3.4 considers
investigation into integrity risk screening, and Section 3.5 sets out the
various customer due diligence obligations. Lastly, Section 3.6 describes
customer due diligence that must be conducted in case of higher risks.

31 Parliamentary Papers Il 2017-2018, 34910, no. 3, p. 8.
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3.2 Ban on premature service provision Good practices

Legal framework

The Wtt 2018 prohibits a trust office from entering into a business
relationship or providing trust services unless it has first conducted
customer due diligence. It follows from the explanatory memorandum to
the Act that the trust office or a referring institution must conduct the
customer due diligence.® This must have yielded the result as stipulated in
Sections 27 to 304, 33 and 34 of the Wtt 2018. 3

This must be documented in accordance with the provisions of Section 37
of the Wtt 2018. This means that all data used for the investigation must be
documented.

The following laws and regulations are particularly relevant:
Section 23 of the Wtt 2018

Section 22 of the Wtt 2018

Sections 27 to 30a of the Wtt 2018

Section 33 of the Wtt 2018

Section 34 of the Wtt 2018

Section 37 of the Wtt 2018

Rationale

The information gathered through customer due diligence is needed to
assess in advance whether there are integrity risks associated with the trust
office’s services and whether these risks can be adequately managed.

32 Parliamentary Papers Il 2017-2018, 34910, No. 3, p. 47.
33 Parliamentary Papers Il 2017-2018, 34910, NO. 3, p. 47.
34 Parliamentary Papers Il 2017-2018, 34910, no. 3, p. 48.
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3.3 Ban on service provision involving certain
countries

Legal framework

Under Section 23a(1) of the Wtt 2018, a trust office is prohibited from
providing trust services if customers, object companies, UBOs of customers
or UBOs of object companies are resident or domiciled or have their
registered offices in the Russian Federation, the Republic of Belarus, states
identified as higher-risk states for money laundering or terrorist financing3»
by delegated acts of the European Commission pursuant to Article 9 of the
Fourth Anti-Money Laundering Directive, or states designated by the
Council of the European Union, pursuant to the Council Conclusions on the
criteria for and process leading to the establishment of the EU list of non-
cooperative jurisdictions for tax purposes (O) 2016, C 461), as jurisdictions
that are non-cooperative for tax purposes.

The ban does not apply under Section 23a(2) of the Wtt 2018 in case the
customer, the object company, the UBO of the customer or the UBO of the
object company are subject to sanctions regulations.3® Under the sanctions
regulations, there are restrictions on the provision of services during the
period when the sanctions regulations apply.3 Freezing measures also
apply, meaning the trust office may not part with the customer but must
do so within three months as soon as the sanctions regulations cease to

apply. %

35 The European Commission identifies countries with strategic weaknesses in their national laws and regulations that pose a significant threat to the EU's financial system.
d

These countries are listed in the annex to Delegated Regulation (EU) 2016/1675. See also: https://fi

countering-financing-terrorism-international-level_en.
36 Parliamentary Papers Il 2021-2022, 36080, NO. 3, p. 4.
37 Parliamentary Papers Il 2021-2022, 36080, No. 3, p. 9.
38 Parliamentary Papers Il 2021-2022, 36080, NO. 3, p. 4.
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Likewise, the ban does not apply under Section 23a(3) of the Wtt 2018 if the
customer or UBO is a natural person who is a national of an EU Member
State, a European Economic Area country or Switzerland, or holds a
residence permit for one of these states.

The following laws and regulations are particularly relevant:
m Section 23a of the Wtt 2018

m Section 33 of the Wtt 2018

m Section 34 of the Wtt 2018

Rationale

Trust services often involve complex structures, involving the movement of
large sums of money between companies. If this involves countries with
strategic weaknesses in their anti-money laundering policies, integrity risks
accumulate. The combination of trust services and these high-risk countries
creates unjustifiably high integrity risks.3 In addition, trust services are
typically tax-driven. Trust services combined with structures involving
countries on the list of non-cooperative countries for tax purposes leads to
an accumulation of tax integrity risks. This is why a ban was introduced.*°

39 Parliamentary Papers Il 2021-2022, 36080, no. 3, p. 3.
40 Parliamentary Papers Il 2021-2022, 36080, no. 3, p. 4.
41 Parliamentary Papers Il 2017-2018, 34910, no. 3, p. 51.
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Good practices

Good practice: Keeping abreast of changes to country lists
A trust office keeps abreast of the relevant country lists, which are
updated from time to time, and monitors any changes. It has set up an
automatic news alert so that it is immediately aware of recent and
impending changes.

Whenever a change occurs, the trust office considers whether it
provides any services affected by the ban, taking appropriate action.
It documents any action taken.

3.4 Investigating integrity risks in service provision

Legal framework

The Wtt 2018 requires a trust office to investigate integrity risks in service
provision. It follows from the explanatory memorandum to the Act that a
trust office must be aware of the purpose of its services to the customer or
object company and investigate whether there are integrity risks associated
with the provision of trust services.# This obligation applies to all trust
services provided by a trust office, as all trust services may involve integrity
risks.

Integrity risk

It follows from the definition of integrity risk that a trust office must
investigate, among other things, whether its services could be abused for
the purpose of violating a statutory requirement. It follows from the
explanatory memorandum to the Act that trust offices must prevent
becoming involved in facilitating violations of Dutch or foreign laws
through their services. This could include abuse of a corporate structure
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for money laundering, or evasion of tax or other obligations in the
Netherlands or another jurisdiction. The concept of integrity risks extends
to the possible involvement of a trust office in acts contrary to what is
required by unwritten law, e.g. using trust services for the sole purpose of
anticipating a (national or international) asset freeze.+

Investigation

It also follows from the explanatory memorandum to the Act that
investigating integrity risks requires trust offices to obtain sufficient
information to prevent their services from being abused. The duty to
investigate pursuant to Section 26 of the Wtt 2018 is therefore closely
related to the obligations to obtain certain data and information as part of
customer due diligence. As a minimum, those data must be considered
when investigating integrity risks. They include the trust office's knowledge
of the customer and the purpose of the service provided or requested. This
could include the fact that a customer or UBO qualifies as a PEP (see
Section 34 of the Wtt 2018). In addition, the trust office must consider the
context of the services provided or requested as part of its integrity risk
investigation, including relevant characteristics of relevant jurisdictions and
the activities of relevant (object) companies. The structure to which the
customer or object company belongs can also pose integrity risks. One
example of a high-risk structure is a structure in which the identity of the
UBO(s) can be changed at short notice without the trust office's
involvement. The trust office must also identify and analyse the underlying
transaction to assess the change of UBO(s). Furthermore, structures that
separate legal and beneficial ownership have an intended or unintended
concealment effect in almost all cases.

42 Parliamentary Papers Il 2017-2018, 34910, no. 3, p. 51.
43 Parliamentary Papers Il 2017-2018, 34910, no. 3, p. 51.
44 Parliamentary Papers Il 2017-2018, 34910, no. 3, p. 52.
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Ongoing obligation

The duty to investigate is not limited to the commencement of a business
relationship or the start of trust services. It is an ongoing obligation,
meaning that a trust office must investigate the integrity risks of its service
provision either when relevant circumstances change or periodically,
depending on the integrity risks identified, i.e. the integrity risk profile.s

Adequately addressing risks

Pursuant to Section 26(2) of the Wtt 2018, a trust office is also required to
ensure that the integrity risks identified are adequately addressed. It can do
so itself or third parties can do so, including the customer or the object
company. For example, a risk of tax evasion could potentially be addressed
by requiring a customer to provide copies of tax returns related or
connected to the service. This could enable the trust office to satisfy itself
that the trust services are not abused for tax evasion. The Act uses the
phrase "adequately address” in recognition of the fact that not all integrity
risks can always be eliminated. That said, a trust office is obliged to refuse
or terminate a trust service if integrity risks are real or if it is unable to
sufficiently satisfy itself that integrity risks have been addressed.s

Comprehensive analysis

Section 26(3) of the Wtt 2018 requires that a trust office prepares a
comprehensive analysis (customer acceptance memorandum) on the basis
of which it decides whether to enter into the business relationship or
provide trust services. The analysis must reflect the results of the
investigations referred to in Section 26(1) and (2). The customer acceptance
memorandum documents in writing how the results of customer due
diligence and the investigation of integrity risks are assessed, as well as the
extent to which and how identified integrity risks have been addressed. As
such, it is a starting point on the basis of which the trust office decides
whether or not to proceed with a customer. This may include considera-
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tions not only as to whether the relationship can be entered into in terms Good practices
of compliance (are the statutory standards being met?), but also whether it
is desirable (is it in line with its policy?) and justified to do so, from a moral
and ethical perspective. The management board seems best placed to make
the latter consideration, reflecting on the desirability of providing services
and assessing the results of the various investigations and analyses. If a
customer is re-accepted or reviewed, if during service provision incidents
occur or material changes are made to the customer’s structure, or if the
nature of the services changes, a new customer acceptance memorandum
must be prepared and a new decision must be taken regarding continuation
of the business relationship or trust services.

The following laws and regulations are particularly relevant:
Section 1(1) of the Wtt 2018

Section 14(3) of the Wtt 2018

Section 26 of the Wtt 2018

Section 27(2), under a and k, of the Wtt 2018

Section 27(3), under d, of the Wtt 2018

Section 27(4), under a, of the Wtt 2018

Rationale

The integrity risk investigation provides insight into the risks of trust service
provision for the trust office and the Dutch financial system and the extent
to which a trust office is able to mitigate these risks. Ongoing integrity risk
investigation is important for trust offices to be able to identify, analyse and
mitigate risks adequately and on a timely basis.

45 Parliamentary Papers Il 2017-2018, 34910, NO. 3, p. 52.
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3.5 Customer due diligence Good practices
3.5.1 Distinction between customer and object company

Legal framework

The customer due diligence to be conducted by the trust office under
Chapter 4 of the Wtt 2018 includes obligations that pertain to the customer,
obligations that pertain to the object company and obligations that pertain
to both the customer and the object company. For example, see Section
27(4) of the Wtt 2018. Under specific circumstances, the object company
may be regarded as a customer but, as reflected in the definition of trust
service g, it is also common for a trust office to act as a director of the
object company at the instruction of a natural person or another legal
entity or company. Therefore, the customer and the object company need
not be the same person or legal entity. This distinction is relevant to the
due diligence obligations imposed on trust offices.

Section 1 of the Wtt 2018 states that the customer is the natural person,
legal person or company with which a trust office enters into a business
relationship or which instructs a trust office to provide a trust service. The
object company is the legal entity or company to which the trust services
referred to in items a and b of the definition of a trust service are provided.

The following laws and regulations are particularly relevant:
m Section 1 of the Wtt 2018

m Section 27 of the Wtt 2018

m Section 3 of the Wwft
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3.5.2 Integrity risk profile

Legal framework

The Wtt 2018 requires a trust office to prepare an integrity risk profile of the
object company. Similarly, it requires a trust office to prepare an integrity
risk profile of the customer if the customer is not the object company or its
UBO.

It follows from the explanatory memorandum to the Act that the integrity
risk profile must describe circumstances that may affect the integrity risk
associated with the object company and/or the customer.4¢ Examples
include the object company's country of incorporation, the market in which
it operates and the nature of its activities. Section 3.4 deals with integrity
risks, which are relevant in preparing the integrity risk profile.

The following laws and regulations are particularly relevant:
m Section 1 of the Wtt 2018

m Section 26 of the Wtt 2018

m Section 27(2), under a, of the Wtt 2018

m Section 27(4), under a, of the Wtt 2018

The following other policy statements are particularly relevant:
m Q&As and Good Practices on the Wwft
m DNB SIRA Good Practices

Rationale

Preparing an integrity risk profile of the object company and the customer
contributes to the company’s ongoing monitoring during service provision.*
One of the purposes of such monitoring is the timely detection of unusual
transactions or transaction patterns and situations that pose an increased
integrity risk.

Good practices

46 Parliamentary Papers |l 2017-2018, 34910, no. 3, p. 53.
47 Parliamentary Papers |l 2017-2018, 34910, no. 3, p. 53.

DNB Good Practices Wtt 2018 > 3 Customer due diligence 23



3.5.3 Transaction profile

Legal framework

Under the Wtt 2018, a trust office must prepare a transaction profile of an
object company. It follows from the explanatory memorandum to the Act
that a transaction profile of the object company must specify the object
company's expected cash inflows and outflows, including the rights and
obligations it enters into in respect of all its relevant activities. Although the
transaction profile must be prepared prior to entering into a business
relationship or providing a trust service (see also Section 23 of the Wtt
2018), a trust office can already prepare a preliminary transaction profile
based on the information gathered about the object company as part of its
customer due diligence.

To make a meaningful contribution to transaction monitoring to comply
with the reporting obligation under Section 16 of the Wwft, an integrity risk
profile and a transaction profile must be up to date, complete and specific.
For this reason, a trust office will need to update the integrity risk profile
and transaction profile on a regular basis throughout the business
relationship. This follows from Section 37(3) of the Wtt 2018 and can be
done, for example, on the basis of transaction monitoring by the trust
office, as well as on the basis of knowledge gained during regular customer
contacts or by attending board meetings of the object company.

The following laws and regulations are particularly relevant:
Section 16 of the Wwft

Section 23 of the Wtt 2018

Section 27(2), under b, of the Wtt 2018

Section 27(2), under k, of the Wtt 2018

Section 27(3), under d, of the Wtt 2018

Section 37(3) of the Wtt 2018
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The following other policy statement is particularly relevant:
m Section 27(2), under k, of the Wtt 2018 (Section 4.2 Reporting unusual
transactions)

Rationale

A transaction profile can make a valuable contribution to transaction
monitoring, provided it is up to date, complete and specific. It assists in
complying with the reporting obligation under Section 16 of the Wwft and
detecting integrity risks.

Good practices

Good practice: Distinguishing between recurring and
variable inbound and outbound transactions

A trust office establishes a transaction profile prior to providing trust
services to an object company. The transaction profile distinguishes
between expected fixed annually recurring income and expenses and
income or expenses that are variable in amount or frequency. Fixed
annual income and expenses are substantiated and documented in the
service file and monitored on an ongoing basis. Expenses and income
that are variable in amounts or frequency are additionally
substantiated by regular reviews, analysing the object company’s
historical and expected cash flows or transactions. For example, the
trust office analyses the history of dividend payments and on that basis
makes a substantiated estimate of future dividend payments.

It documents this analysis and its substantiation in the service file.
This analysis is also used to specify the transaction profile, including a
substantiated transaction bandwidth, and to carefully monitor
transactions on an ongoing basis.

24



3.5.4 Determining the source of an object company’s assets

Legal framework

Under the Wtt 2018, a trust office must establish the source of an object
company's assets. It follows from the explanatory memorandum to the Act
that to do so, it must first list the object company’s assets in order to be
able to subsequently investigate their origins. The investigation covers all of
the object company’s assets, rather than just those involved in the trust
service. Furthermore, no distinction is made between equity and debt.4®

48 Parliamentary Papers |l 2017-2018, 34910, No. 3, p. 54
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The following laws and regulations are particularly relevant:
m Section 23 of the Wtt 2018

m Section 27(2), under b, of the Wtt 2018

m Section 27(2), under ¢, of the Wtt 2018

m Section 37(3) of the Wtt 2018

Rationale
Investigating the source of the object company’s assets contributes
significantly to the analysis of whether trust services are abused.

Good practices

< Table of contents
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questions and check the information obtained against public sources.
The results of the investigation must be documented.

The following laws and regulations are particularly relevant:
m Section 1 of the Wtt 2018

m Section 25 of the Wtt 2018

m Section 27(2), under d, of the Wtt 2018

m Section 27(2), under e, of the Wtt 2018

3.5.5 Determining the asset position of the object company’s UBO Good practices
and verifying the legitimacy of the source of assets

Legal framework

The Wtt 2018 requires a trust office to establish the asset position of the
object company's UBO(s). The investigation to be carried out by the trust
office for this purpose must cover all of the UBO's assets, regardless of
whether their assets are related to the object company and how they were
accumulated.s° The is subject to a best-efforts obligation, meaning that the
trust office must determine the asset position with the greatest degree of
certainty possible. Accordingly, it must make substantiated estimate the
total size and composition of the UBO's assets. Relevant information may
be obtained from the UBO, an intermediaries or public sources.>

In addition, Section 27(2), under e, of the Wtt 2018 requires a trust office to
establish that the assets of the UBO(s) originate from legitimate sources.
This is also subject to a best-efforts obligation. The trust office must
consider how the assets were acquired and ascertain that they do not
originate from criminal practices or otherwise pose a risk to sound and
ethical operations.s To establish this, it must ask the customer targeted

49 See Witwassen-wat-is-dat-versie-2018.pdf (amlc.nl): loan-back structure: the criminal makes it appear as if they have legally obtained money in a loan from another
party, while they are actually “lending” illicit funds to themselves. A back-to-back loan is a loan secured by another loan issued to the lender.

5o Parliamentary Papers Il 2017-2018, 34910, NO. 3, . 54.
51 Parliamentary Papers Il 2017-2018, 34910, NO. 3, p. 54.
52 Parliamentary Papers Il 2017-2018, 34910, NO. 3, p. 54.
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3.5.6 Establish compliance with registration requirement

Legal framework

The Wtt 2018 requires a trust office to check whether the object company
or other relevant legal entity in the object company’s group is subject to a
registration requirement.s If it is, the trust office checks whether it is indeed
registered. In the Netherlands, the relevant register is trade register of the
Chamber of Commerce. There are similar registers abroad. Establishing this
allows the trust office to ascertain that the authorities are aware of the
entity’'s existence. It follows from the explanatory memorandum to the Act
that this may be a relevant factor in determining the integrity risks related
to service provision.>*

What qualifies as an “other relevant legal entity” depends on the specific

case. It follows from the explanatory memorandum to the Act that, as a

minimum, they are:

m all entities that have any direct or indirect formal control in the object
company

m all entities directly held by the same shareholder(s) as the object
company

m all entities in which the object company has any direct or indirect
formal control

m all entities in the object company'’s group that are relevant to the object
company's or customer's risk profile due to the nature of their activities.

53 Trust offices must, of course, also comply with the Wwft and the “feedback obligation” set out in that Act. Reference is made to the Q&As and Good Practices on
the Wwft.

54 Parliamentary Papers Il 2017-2018, 34910, NO. 3, p. 54-55.
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The following laws and regulations are particularly relevant:
m Section 1 of the Wtt 2018

m Section 27(2), under f, of the Wtt 2018

m Section 27(3), under f, of the Wtt 2018

Good practices

55 See https://www.kvk.nl/en/about-the-business-register/register
56 As referred to in Delegated Regulation (EU) 2016/1675.
57 Parliamentary Papers Il 2017-2018, 34910, NO. 3, p. 55.
58 Parliamentary Papers Il 2017-2018, 34910, NO. 3, P. 55.
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3.5.7 Establishing ownership structure and formal control structure

Legal framework

The Wtt 2018 requires a trust office to establish the object company’s
ownership structure and formal control structure. In addition, a trust office
must gain insight into the object company’s actual control structure and
identify this structure with the greatest degree of certainty possible.

If the customer is not the object company or its UBO, then a trust office
must also establish the customer’s ownership structure and formal control
structure. Furthermore, a trust office must gain insight into the customer’s
actual control structure and to identify this structure with the greatest
degree of certainty that is reasonably possible.

The investigation to be carried out by the trust office for this purpose is
closely linked to the investigation into the object company’'s UBO.”” When
mapping the ownership structure and the formal and actual control
structures, the trust office must check that all UBOs of the object company
have been identified, their identities verified and the nature and extent of
their ultimate beneficial ownership in the object company determined.s
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In addition, a trust office is expected to map the other relevant group
structure of an object company so that it has knowledge of the
composition of the group to which the object company belongs and has
information to substantiate that knowledge.> To this end, the trust office
must have the information regarding the identities of all persons or
companies that have formal control in the object company.® Furthermore,
the trust office must know which entities are held by the object company.
This includes both entities in which the object company has a shareholding
and entities in which the object company has any other type of control.¢
Depending on the structure, it may also be necessary to include sister
companies of the object company in this investigation. After all, if the trust
office serves an object company that is in a group whose entities are
engaged in high-risk activities, the trust office must be aware of this and
consider it in its investigation of integrity risks related to service provision.®

The following laws and regulations are particularly relevant:
Section 1 of the Wtt 2018

Section 25 of the Wtt 2018

Section 27(2), under g, of the Wtt 2018

Section 27(2), under h, of the Wtt 2018

Section 27(4), under b, of the Wtt 2018

Section 1a of the Wwft

Section 1 of the Wwft

The following other policy statements are particularly relevant:
m Q&As and Good Practices on the Wwft

59 Parliamentary Papers Il 2017-2018, 34910, NO. 3, p. 55.
60 Parliamentary Papers Il 2017-2018, 34910, NO. 3, p. 55.
61 Parliamentary Papers Il 2017-2018, 34910, NO. 3, p. 55.
62 Parliamentary Papers Il 2017-2018, 34910, NO. 3, p. 55.
63 Parliamentary Papers Il 2017-2018, 34910, no. 3, p. 55 ff.
64 Parliamentary Papers Il 2017-2018, 34910, no. 3, p. 55 ff.
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Good practices

Good practice: Establishing ownership and control
structure

A trust office, before entering into a business relationship with a
potential customer, investigates the ownership and control structure.
Documenting its efforts in the service file, it describes how it has
investigated the actual control structure, e.g. by requesting not only
articles of association and extracts from the trade register, but also
possible voting agreements and minutes of board meetings. It has
documented the results of its investigation in a clear and
unambiguously designed and dated group chart, which also shows the
relevant parts of the structure. The chart shows that the trust office
confirmed its contents with the customer.

3.5.8 Establishing purpose of the group structure

Legal framework

The Wtt 2018 requires a trust office to determine the purpose of the group
structure of which an object company to which it provides services forms a
part. If the purpose of an object company's group structure is insufficiently
clear, there is a risk of abuse of trust services.® Examples include tax evasion
or circumventing sanctions or trade restrictions. The purpose of the group
structure may differ from the purpose of the object company. If this is the
case, the trust office must investigate this and must be aware of the
information the investigation produces. The trust office must make
enquiries with the customer and subsequently determine whether the
stated purpose of the structure is also its actual purpose.®*
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The following laws and regulations are particularly relevant: 3.5.9 Source and destination of the object company's funds
m Section 27(2), under i, of the Wtt 2018
Legal framework

Rationale Section 27(2), under j, of the Wtt 2018 requires a trust office to establish the
Determining the purpose of the structure helps prevent abuse of trust source and destination of the object company's funds. It follows from the
services.® A trust office can take appropriate mitigating measures once explanatory memorandum to the Act that such funds must be understood
it has correctly determined the purpose of the structure. to include, as a minimum, the object company’'s incoming and outgoing
flows of money and goods.®” The rights and obligations the object company
Good practices acquires or assumes are also important, because they also carry risks. It is

important for a trust office to know the basis of every incoming and
outgoing transaction. The obligation to establish the source and destination
of the funds is closely related to their obligation to monitor the object
company's business relationship and transactions carried out on an ongoing
basis.¢®

The following laws and regulations are particularly relevant:
m Section 1 of the Wtt 2018

Section 27(2), under ¢, of the Wtt 2018

Section 27(2), under e, of the Wtt 2018

Section 27(2), under k, of the Wtt 2018

Section 1 of the Wwft

Rationale

Trust offices conduct customer due diligence to prevent their services from
being abused, for example, for money laundering or terrorist financing.
Investigating the source and destination of funds contributes significantly
to this.%

65 Parliamentary Papers Il 2017-2018, 34910, NO. 3, p. 54.

66 For clarification of the term "relevant parts”, see Parliamentary Papers Il 2017-2018, 34910, No. 3, p. 55.
67 Parliamentary Papers Il 2017-2018, 34910, NO. 3, P. 54.

68 Parliamentary Papers Il 2017-2018, 34910, NO. 3, p. 54.

69 Parliamentary Papers Il 2017-2018, 34910, no. 3, p. 8.
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Good practices Ongoing monitoring, also known as transaction monitoring, aims to enable
the trust office to verify that the transactions carried out are consistent
with the integrity risk profile, transaction profile and other knowledge it has
of both the object company and the customer.”

A trust office may monitor transactions before their execution
(pre-transaction monitoring) or after their execution (post-transaction
monitoring).”> The preferred type of monitoring depends, among other
things, on the outcome of the investigation into the integrity risks related
to trust services and the measures taken to manage these risks.

The following laws and regulations are particularly relevant:
m Section 26 of the Wtt 2018

m Section 27(2), under k, of the Wtt 2018

m Section 27(3), under d, of the Wtt 2018

m Section 16 of the Wwft

The following other policy statements are particularly relevant:
m Q&As and Good Practices on the Wwft

Rationale

Ongoing monitoring allows trust offices to identify and address integrity

3.5.10 Ongoing monitoring risks in a timely manner. It also enables them to detect and report unusual
transactions to FIU-NL.3

Legal framework

The Wtt 2018 requires trust offices to monitor the business relationship and

the transactions carried out by the object company on an ongoing basis.

Under section 27(3), under d, of the Wtt 2018, this obligation additionally

applies in respect of the business relationship the trust office enters into

with the customer.

70 A back-to-back loan is a loan secured by another loan issued to the lender.
71 Parliamentary Papers Il 2017-2018, 34910, Nno. 3, p. 56.
72 Parliamentary Papers Il 2017-2018, 34910, no. 3, p. 56.
73 Parliamentary Papers Il 2017-2018, 34910, no. 3, p. 56.
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Good practices

74 This does not alter the fact that trust offices must comply with the Sw and the Regulation on Supervision pursuant to the Sanctions Act 1977 (Regeling toezicht Sanctiewet 1977).
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75 Securitisations involve the bundling of loans extended to households and businesses, which are then repackaged and sold as bonds through dedicated securitisation firms.
See also: https: n ri n ha nd .

DNB Good Practices Wtt 2018 > 3 Customer due diligence



https://www.dnb.nl/en/general-news/statistical-news/2022/value-of-outstanding-dutch-securitisations-below-that-of-covered-bonds-for-the-first-time/

< Table of contents

3.5.11 ldentifying the ultimate beneficial owner of the customer and
the object company

Legal framework

Section 25 of the Wtt 2018 requires a trust office to identify all UBO(s) with
the greatest degree of certainty possible, verify their identities, and verify
the nature and extent of the UBOs' ultimate beneficial ownership.”® Section
27 sets out this obligation in more detail.

Section 27(3), under b, of the Wtt 2018 requires a trust office to identify the
customer's UBQO(s). Section 27(4), under ¢, of the Wtt 2018 additionally
requires a trust office — where appropriate - to also identify the UBO(s) of
the object companies.

The following laws and regulations are particularly relevant:
m Section 1 of the Wtt 2018

m Section 25 of the Wtt 2018

m Section 27(3), under b, of the Wtt 2018

m Section 27(4), under ¢, of the Wtt 2018

The following other policy statements are particularly relevant:
m Q&As and Good Practices on the Wwft

Good practices

76 Pursuant to the Wwft, when entering into a new business relationship, a trust office is also obliged to consult the trade register (which includes the UBO register) to
determine whether the customer’s UBOs are registered. With regard to this obligation, and the related “feedback obligation” under the Wwft applicable to trust offices,
reference is made to the Q&As and Good Practices on the Wwft.
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3.5.12 Establishing purpose and intended nature of business
relationship in relation to customers

Legal framework
The Wtt 2018 requires a trust office to establish, in relation to the customer,
the purpose and intended nature of the business relationship.

The following laws and regulations are particularly relevant:
m Section 1of the Wtt 2018

m Section 27(3), under ¢, of the Wtt 2018

m Section 1 of the Wwft

The following other policy statements are particularly relevant:
m Q&As and Good Practices on the Wwft

Good practices
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3.5.13 Establishing and verifying the representative’s identity and
authorisation

Legal framework

The Wtt 2018 provides that customer due diligence enables a trust office to
determine whether the natural person representing the customer is
authorised to do so.

The following laws and regulations are particularly relevant:
m Section 27(3), under e, of the Wtt 2018

Good practices
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3.5.14 Verifying whether a customer is acting on its own behalf

Legal framework

The Wtt 2018 requires a trust office to verify whether a customer is acting
on its own behalf or on behalf of a third party. If it is clear that a customer is
acting on behalf of another person, the other person also qualifies as a
customer, meaning that the customer due diligence obligations arising
from the Wtt 2018 also apply to this person.

The following laws and regulations are particularly relevant:
m Section1of the Wtt 2018

m Section 27(3), under f, of the Wtt 2018

m Section 1 of the Wwft

The following other policy statement is particularly relevant:
m Q&As and Good Practices on the Wwft

Rationale

It is important for trust offices to verify whether the customer is acting on
its own behalf to prevent its services from being abused by criminal third
parties.

Good practices

Good practice: Straw man risk

A trust office has established indicators that point to a straw man risk:
a concealment scheme in which a person pretends to act on their own
behalf but in fact acts on behalf of another party. It uses these
indicators in its customer due diligence. Examples of indicators include
instances where a person is unable to answer certain questions, for
example about the source of funds, or where someone give vague and
unclear reasons for a transaction.

77 Parliamentary Papers Il 2017-2018, 34910, no. 3, p. 61.
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If the trust office suspects that the customer is a straw man for a third
party, this is treated as an unacceptable risk. The trust office also
reports the customer to FIU-NL. In the customer acceptance
memorandum it describes both the investigation and its findings.

3.6 Customer due diligence in high-risk cases
3.6.1 Enhanced customer due diligence

Legal framework

The Wtt 2018 requires enhanced customer due diligence in some cases, e.g.
when a PEP is involved. Section 33 of the Wtt 2018 aligns with the articles of
the fourth anti-money laundering directive and the Wwft that deal with
enhanced customer due diligence.

A trust office is required to make a risk assessment before providing its
services.”” The trust office identifies in the risk assessment whether there is
a higher risk related to the business relationships or trust services that by
their nature represent a higher risk. Annex Ill of the fourth anti-money
laundering directive lists risk factors that the trust office takes into account.

The following laws and regulations are particularly relevant:
Section 1 of the Wtt 2018

Section 33 of the Wtt 2018

Section 34 of the Wtt 2018

Section 1 of the Wwft

Section 8 of the Wwft

Section 9 of the Wwft

The following other policy statements are particularly relevant:
® Q&As and Good Practices on the Wwft

36



Good practices

Good practice: Reviewing service files

A trust office has established in its policy that it annually reviews
service files with higher integrity risk. It also performs unscheduled
reviews after an incident has occurred

3.6.2 Politically exposed persons

Legal framework

Section 34(1) of the Wtt 2018 requires a trust office to determine, through
appropriate risk management systems, whether the customer, its UBO or
the object company’'s UBO is a PEP.7® A PEP is a national person who holds
or has held a prominent public position. The Wtt 2018 uses the same
definition of politically exposed person as the Wwft. The Wwft
Implementation Decree includes a non-exhaustive list of prominent public
positions. The Tax and Customs Administration has published a list of
prominent public positions in the Netherlands.”

The law sets no further requirements out as to how a PEP should be
identified. A trust office must rely primarily on the information it obtains
from customer due diligence, but may also consult public sources or request
information. “Appropriate risk management systems” are expected to be
based on several information sources.®°

78 Parliamentary Papers Il 2017-2018, 34910, no. 3, p. 61.
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A trust office must take measures if the customer, its UBO or the object
company's UBO is a PEP. Before entering into a business relationship
involving a PEP, a trust office must obtain approval from a person who
determines day-to-day policy. Moreover, a business relationship with a PEP
must be subject to close scrutiny and intensive transaction monitoring on
an ongoing basis. That means that the intensity of this ongoing monitoring
is enhanced.®

If the customer or UBO no longer holds a prominent public position, the
trust office must apply appropriate risk-based measures. It must do this for
as long as necessary until the person in question no longer poses a higher
risk due to their former PEP status, but at least for 12 months. It follows
from the explanatory memorandum to the Act that potential risk factors
that could be considered in this respect are the type of position previously
held by the person in question, and the extent of the influence that the
person could exercise after holding the politically prominent position.8

If an existing customer or UBO becomes or is found to be a PEP, the trust
office must take the additional measures without delay as soon as this
becomes apparent.

The following laws and regulations are particularly relevant:
m Section 33 of the Wtt 2018

m Section 34 of the Wtt 2018

m Section 1 of the Wwft

m Section 2 of the Wwft Implementation Decree

79 See also: https://www.belastingdienst.nl/wps/wcm/connect/bldcontentnl/themaoverstijgend/brochures_en_publicaties/wwft-prominente-publieke-

functies (available in Dutch). In addition, the European Commission has published a list of prominent public positions at the national level of each
member state, at the level of international organisations and at the level of Union institutions and bodies. See https://eur-lex.europa.eu/legal-content/

AUTO/?2uri=CELEX:52023XC007248qid=1756031159416&rid=2.

80 Parliamentary Papers Il 2017-2018, 34910, Nno. 3, p. 61.
81 Parliamentary Papers Il 2017-2018, 34910, no. 3, p. 62.
82 Parliamentary Papers Il 2017-2018, 34910, Nno. 3, p. 62.
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The following other policy statements are particularly relevant:
m Q&As and Good Practices on the Wwft

m EBA ML/TF Risk Factors Guidelines

m FATF Recommendations 12 and 22

Rationale

Because of the potential corruption risks (and the attendant money
laundering and reputation risks) associated with PEPs, the Wtt 2018
requires institutions to pay special attention to these individuals. It is
important for a trust office to know whether it is dealing with a PEP, as
this enables it to identify and manage the risks more effectively.

Good practices

83 It is common for countries to publish lists of names of PEPs as well as lists of positions that are considered to warrant PEP status. See also FATF (2013), FATF Guidance.
Politically Exposed Persons (Recommendations 12 and 22), Chapter 5, under E, “Government-Issued PEP Lists". In addition, the European Commission publishes its own
list of PEP positions in EU Member States, and at EU institutions and international organisations.
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4 Documentation

4.1 Introduction 4.1 Introduction 40

This section deals with documentation by trust offices. The Wtt 2018 includes obligations

: ; , . 2D ting customer due dili dth
regarding the documentation of data in a service file. 42 ocumenting customer due diligence and the

service file 40
4.2 Documenting customer due diligence and the service file

Legal framework

Section 37 of the Wtt 2018 requires a trust office to document the data used to comply with its
customer due diligence obligations. It covers both the information and data obtained from customer
due diligence and the measures taken by the trust office to obtain it. This information is particularly
important with regard to those elements of customer due diligence that are subject to a best-efforts
obligation.®

This information must be included in a service file pursuant to Section 39 of the Wtt 2018. A trust office
must have a service file for each customer. In addition to the data used to comply with customer due
diligence obligations, the service file must include the agreements between the trust office, the
customer and the object company, as well as the customer acceptance memorandum and information
about the trust services.®s Service files must be permanently available at a trust office and must be
retained for at least five years after the termination of the business relationship or provision of the
trust service.

Section 37 of the Wtt 2018 provides that the data used or obtained in customer due diligence must be
documented and kept up to date, meaning a trust office must periodically check and update the data
obtained. The retention period of a service file is five years after the termination of the business
relationship or provision of the trust service.

84 Parliamentary Papers Il 2017-2018, 34910, no. 3, p. 63.
85 Parliamentary Papers Il 2017-2018, 34910, no. 3, p. 63.
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The following laws and regulations are particularly relevant: Good practices
Section 37 of the Wtt 2018

Section 39 of the Wtt 2018

Section 1 of the Wwft

Section 16 of the Wwft

Section 33 of the Wwft

Section 2 of the Wwft Implementation Decree

The following other policy statements are particularly relevant:
m Q&As and Good Practices on the Wwft

Rationale

The documentation of customer due diligence contributes significantly to a
trust office’s risk assessment in relation to the intended service provision.%
Adequate documentation in the form of a service file is important for the
ongoing monitoring of an object company'’s transactions and for verifying
that they match the information known about the customer and the trust
services. This also makes the service file relevant for detecting and reporting
unusual transactions under Section 16 of the Wwft.

Adequate documentation is important not only for the trust office itself, but
also because it enables a compliance officer or auditor to quickly take
cognisance of the trust service provided to a customer, the associated
integrity risks and the manner in which the trust office complies with the
obligations set out in the relevant legislation.®” It allows the trust office to
comply with its statutory obligations, including the requirement of sound
and ethical operational management.

86 Parliamentary Papers Il 2017-2018, 34910, no. 3, p. 63.
87 Parliamentary Papers Il 2017-2018, 34910, no. 3, p. 64.
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5 Education and training

5.1 Introduction 5.1 Introduction

This section discusses the training and screening of employees and day-to-day policymakers

of trust offices 5.2 Training requirements

5.2 Training requirements

Legal framework

Section 67 of the Wtt 2018 requires trust offices to ensure that all persons performing work for the
trust office are sufficiently trained to be able to comply with the requirements of the law, e.g. carrying
out customer due diligence. It follows from the explanatory memorandum to the Act that the training
requirement applies regardless of whether the work is performed under an employment contract, or,
for example, under an outsourcing or agency agreement.%8

In view of rapid societal and legal developments, training must be followed periodically. It must be
noted that a similar requirement is set out in Section 35 of the Wwft, which also applies to trust offices.
Trust offices must ensure that the persons performing work for the trust office undergo training both in
the context of compliance with the Wtt 2018 and in the context of the Wwft and the Sw.#

In addition, it follows from the definition of integrity risk that training must also cover relevant aspects
of, for example, civil law and domestic or international tax law where needed.?° After all, the first
element of the definition of integrity risk is the risk of inadequate compliance with statutory
provisions. The second element of integrity risk is the risk of involvement by the trust office or its
employees in acts or conduct that conflict to such an extent with commonly accepted practices that
they may seriously damage confidence in the trust office or in the financial markets. This is an obvious
element of the training, e.g. an expert-led module on ethics.”

88 Parliamentary Papers Il 2017-2018, 34910, Nno. 3, p. 81.
89 Parliamentary Papers Il 2017-2018, 34910, Nno. 3, p. 81.
90 Parliamentary Papers Il 2017-2018, 34910, no. 3, p. 81.
91 Parliamentary Papers Il 2017-2018, 34910, no. 3, p. 81.
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As mentioned above, trust offices must also comply with the Wwft. The Good practices
training requirement under the Wwft is largely similar to that under the
Wit 2018, but there are some differences. The training requirement under
the Wtt 2018 refers to the rules promulgated under or pursuant to the Wtt
2018, whereas the training requirement under the Wwft refers to the
provisions of the Wwft. In addition, unlike the Wwft, the Wtt 2018 does not
have a screening obligation, requiring trust offices to screen day-to-day
policymakers and specific employees. However, given that trust offices
must fully comply with the training requirements of both the Wwft and the
Wit 2018, the screening obligation therefore also applies to trust offices.

In the Q&As and Good Practices on the Wwft, DNB has set out four good
practices, including one on meeting the screening obligation. All of these
good practices are relevant for trust offices.

The following laws and regulations are particularly relevant:
m Section1of the Wtt 2018

m Section 14 of the Wtt 2018

m Section 67 of the Wtt 2018

m Section 35 of the Wwft

The following other policy statements are particularly relevant:
m Q&As and Good Practices on the Wwft
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6 Abbreviations

AMLA Anti-Money Laundering and Counter-Terrorism Financing Authority
Btt 2018  Decree on the Supervision of Trust Offices 2018 2018

EBA European Banking Authority

FATF Financial Action Task Force

FIU-NL Financial Intelligence Unit Netherlands

PEP Politically exposed person

Rtt 2018  Regulation on the Supervision of Trust Offices 2018

SIRA Systematic integrity risk analysis

Sw Sanctions Act 1997

UBO ultimate beneficial owner

Witt 2018 Act on the Supervision of Trust Offices 2018

Wwft Anti-Money Money Laundering and Anti-Terrorist Financing Act
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7 Glossary of terms

Term

Customer

Cross-border structure

Object company

Policy

Pre-transaction
monitoring

Post-transaction
monitoring

Three lines of defense

Transaction

Trust service a

Definition

A natural person or legal entity with which a
business relationship is entered into or who has a
trust service effected.

A complex of legal entities established in more
than one European Union (EU) Member State or
in an EU Member State and a third country.

Legal entity or company to which the trust services
referred to in items a and b of the definition of trust
service are provided.

Procedures, processes and measures referred to in
Section 14 of the Wtt 2018.

Transaction monitoring before a transaction is
completed.

Transaction monitoring after a transaction has
been completed.

An organisational structure consisting of a first line,
second line and third line, where each line has its
own tasks and responsibilities with regard to
assessing and managing risks within the trust office.

An act or a combination of acts performed by or on
behalf of a customer of which the institution has
taken note in the provision of its services to that
customer.

Acting as a director of a legal entity or as a partner
of a company not belonging to the same group as
the person who is a director or partner for the
benefit of a customer.
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Term

Trust service b
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Definition

Natural persons, legal entities or companies

providing an address or postal address, as referred

to in Sections 11(1)(c) and 14(1)(c) of the Trade

Register Act 2007, to a legal entity or company not

belonging to the same group as the trust office,

provided that least one of the following additional

services is provided on behalf of that legal entity's

or company'’s behalf or on behalf of a natural

person, legal entity or company belonging to the

same group as that legal entity or company:

1. providing legal advice or assistance, with the
exception of reception services

2. preparing tax returns and related services

3. providing services relating to the preparation,
assessment or auditing of the annual accounts or
the keeping of records and/or accounts

4. recruiting a director for a legal entity or company

5. performing other additional services designated
by order in council
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