Good practices – Customer tax integrity risk management for banks
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Good practices – Customer tax integrity risk management for banks

1 Introduction
1.1 Rationale behind this guidance
document

crime, including money laundering in conjunction
with tax evasion. Ensuing from this obligation, the
bank will have to investigate the various tax-driven

The Panama Papers, Paradise Papers and other

and other motives of their customers with respect

data leaks have exposed in a very public manner

to the banking services they wish to use in order

that all over the world individuals and companies

to ascertain whether the bank faces potential risks

use financial constructions to obscure their visibility

related to tax evasion. If a bank fails to assess these

to state bodies, including tax authorities. Financial

factors thoroughly, it may unwittingly facilitate tax

institutions want to avoid involvement in tax evasion

evasion and consequently also money laundering.

through the services they offer. This means that
they have to actively assess whether this risk might

A bank must understand which areas of its

occur with their customers and that they must take

customer portfolio run an increased risk of tax

adequate measures where needed. Moreover, tax

evasion in order to ensure ongoing, risk-based

avoidance is raising more and more questions these

monitoring of such practices. In practice, it may

days. Social tolerance for tax avoidance is decreasing

not be immediately clear to a bank whether its

and international developments have led to the

customers are engaging in tax avoidance or tax

introduction of stricter regulations to curb such

evasion. The bank will have to conduct ongoing

practices. Governments, companies and supervisory

due diligence to make this distinction among its

authorities are being called upon to effectively

customers and customer categories.

implement these regulations. De Nederlandsche
Bank (DNB) wants banks not to view tax integrity

In providing services to their customers, financial

risks as a separate category of risk, but rather as

institutions seek to uphold their reputation and

part of prevailing requirements for conducting due

confidence in the Dutch financial sector. As a

diligence on customer-related integrity risks and for

result of this, banks also wish to gain insight into

monitoring such risks.

tax avoidance measures taken by their customers.
While tax avoidance is not illegal, its harmful effects

As gatekeepers of the Dutch financial system,

could certainly damage a bank’s reputation as well

financial institutions, including banks, have an

as overall confidence in the Dutch financial sector.2

important role to play in combating tax evasion .

In the context of risks of tax avoidance, it is

Banks have a statutory obligation to take measures

therefore important for banks to determine an

to ensure sound, controlled business operations and

individual risk appetite that corresponds to the

to prevent involvement in financial and economic

interests of all of their stakeholders.

1

1

Section 3:10(1), under b, of the Financial Supervision Act (Wet op het financieel toezicht, Wft)

2 Section 3:10(1), under c, of the Financial Supervision Act
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1.2 Reader’s guide
In preparing this guidance document, DNB
has utilised the main findings of the thematic
examination into “Aggressive tax planning and
customer anonymity”, conducted in 2017, along
with good practices gleaned from various initiatives
studied during supervisory activities in this area.
We have also incorporated consultation responses
received both from banks and from the Dutch
Banking Association (Nederlandse Vereniging van
Banken) in this final good practices document. This
guidance document provides examples of how you
can identify tax integrity risks in your customer
portfolio and how this is related to your integrity
risk appetite. The good practices also show the
consequences of these results for conducting due
diligence on individual customers with an increased
risk profile and their transactions.

7
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as constituting a predicate offence for money-

Anti-Terrorist Financing Act (Wet ter voorkoming van

laundering. The implementation of the European

witwassen en financieren van terrorisme – Wwft).

11

Fourth Anti-Money Laundering Directive in national
legislation and regulations throughout the EU also

Section 3(10) of the Financial Supervision Act states

promotes a level playing field in this area.

with regard to ethical operational management that:
b) the financial institution is to endeavour to

The European legislation and regulations pertaining

prevent itself or its employees from committing

to combating tax evasion are also relevant to banks

criminal offences or other breaches of the law

if their customers use such structures. Based on the

that may damage confidence in the financial

revised EU Directive on Administration Cooperation12

institution or the financial markets in general;

(DAC 6), which was definitively adopted in 2018

c) the financial institution is to endeavour to

and will enter into force as of 2020, banks – to the

prevent damage to the financial institution or the

degree that they function as intermediaries – are

financial markets resulting from the activities of

expected to report to the relevant tax authorities

its customers;

cross-border tax structures of customers that meet
the essential features established in the Directive.13

d) the financial institution is to prevent other acts
from being committed by the institution or its
employees which conflict to such an extent
with commonly accepted practices that they

2.3 Dutch legal framework

may cause serious damage to confidence in the
institution or in the financial markets.

Banks have a statutory obligation to take measures
to ensure ethical operational management and to

Considering the fact that the Wft and Bpr and the

prevent involvement in money laundering. These

Wwft have a similar objective (ethical operational

measures should also be geared towards addressing

management), the measures taken by a bank

tax integrity risks. The statutory obligations are

under the Wft and Wwft can to a large degree

enshrined in the Financial Supervision Act (Wet op

be integrated, and your bank can implement the

het financieel toezicht – Wft), the Decree on Prudential

requirements of the Wft and Wwft in the same

Rules for Financial Undertakings (Besluit prudentiële

manner. In this regard, we refer to the DNB

regels Wft – Bpr) and the Anti-Money Laundering and

Guidelines on the Anti-Money Laundering and

11	FATF Recommendations 2012, p.114: http://www.fatf-gafi.org/media/fatf/documents/
recommendations/pdfs/FATF%20Recommendations%202012.pdf
12	
https://ec.europa.eu/taxation_customs/business/tax-cooperation-control/administrativecooperation/enhanced-administrative-cooperation-field-direct-taxation_en
13	DIRECTIVE 2011/16/EU on administrative cooperation in the field of taxation:
http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32011L0016&from=en
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the customer's risk profile and, if needed, conduct

categorise its business relationships based on

an assessment into the source of the means used in

a tax-risk profile. This involves defining its own

the business relationship or the transaction. Banks

indicators based on several customer features

are also expected to conduct adequate assessments

which may indicate increased tax integrity risks,

when customers amend their structures due to

for instance the complexity of the structure, the

amended or newly introduced legislation and

customer’s activities, the countries involved, type of

regulations.

transactions etc. A bank can carry out a screening
of its customer portfolio on the basis of these

The Wft and Wwft prescribe a risk-based approach.

indicators.

In this context, a risk-based approach means
that a bank intensifies its assessments as the

In order to safeguard its procedures and measures,

risks identified increase. A bank must also be

the bank must ensure that its employees, in so

able to substantiate this at any time based on

far as relevant to the performance of their duties,

its SIRA. A bank is expected to receive sufficient

are sufficiently able to identity tax integrity risks,

transparency from its customer as regards their

determine what this means for customer due

structure, financial flows and tax-driven motives.

diligence and receive regular training in this area.

Any tax integrity risks identified by the bank are

This should enable them to conduct a proper and

to be investigated further, whereby the bank is to

full customer due diligence assessment, identify tax

determine whether they fit within its risk appetite.

integrity risks in the course of such an assessment and
pinpoint and report any related unusual transactions.

It is possible that branches of foreign banks in the
Netherlands do not follow these good practices
as part of the entire group's integrity policy.

2.4 Legal status of these good practices

Nevertheless, these good practices are a valuable
resource that the bank branch can use to achieve

This is not a legally binding document nor a DNB

compliance with Dutch legislation and regulations,

policy rule within the meaning of Section 3(4) Book

depending on the tax integrity risks of its Dutch

1 of the General Administrative Law Act, and it has

customer portfolio.

no legal effect. It does not replace any legislation or
any policy, nor any supervisory or other regulation

We are aware that the risk of tax evasion is different

on this topic. The examples presented in this

for each customer or group of customers. This

document are not exhaustive and cannot cover

means that tax integrity risk assessments cannot

every eventuality. Following these good practices

take place uniformly for all customers.

will not per se result in compliance with legislation
and regulations. Rather, these good practices have

In order to carry out customer due diligence in

been drawn up to help institutions interpret and

a practical and risk-based manner, a bank may

implement the statutory requirements.
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Figure 4 Example of tax integrity risk appetite
Customer
group/sector Risk appetite Risk limits and conditions

19

KRIs unacceptable risk

Real estate

Medium

Max. X% of customers with increased tax
integrity risks and only acceptable if:
no offshore companies are involved and
an independent tax opinion is present.

Offshore customers,
bearer shares or
nominee shareholders
or back-to-back loans.

Transport

Low

Max. X% of customers with increased tax
integrity risks and only acceptable if:
no offshore companies are involved and
an external tax opinion is present.

ditto

Oil and gas

Low

Max. X% of customers with increased tax
integrity risks and only acceptable if: there is
an external tax opinion present and the
financial flows run via countries where the
company actually carries out operational
activities

ditto

Max. X% customers with increased tax
integrity risks and only acceptable if the bank
also provides trade finance transactions and
documentation, and if there is insight into
the company’s main financial flows.

ditto

Commodities Medium

4.1 The need for an integrity risk
appetite

By checking the outcome of the SIRA against your
integrity risk appetite, you can determine on an
ongoing basis whether or not you are willing to

A key element of your risk management is that you

accept, limit or avoid the risks you have identified, in

continuously make well-considered choices on tax

compliance with legal obligations as the minimum

and other integrity risks: which risks are you as a

requirements.

bank willing to accept and which risks should be
avoided or reduced by taking control measures?

DNB is well aware that in actual practice you will

Your institution will be best equipped to make

encounter various forms of tax integrity risks in your

such choices if you have formulated an appropriate

customer portfolio. This may vary from risks of tax

integrity risk appetite.

avoidance to tax evasion. Depending on the risks,
various measures may be necessary.

2 July 2019

DISCLAIMER
De Nederlandsche Bank N.V. (DNB) has prepared this guidance document to present our findings regarding
the good practices we have identified or expect in supervisory practice, which in our opinion constitute a
sound application of the legal framework regarding tax integrity risks management. This document also
contains case examples.
It must always be read in conjunction with the regulations and DNB’s Guidelines on the Anti-Money
Laundering and Anti-Terrorist Financing Act and Sanctions Act, April 2015 edition. You can incorporate
the good practices from this brochure in managing your customers’ tax integrity risks, taking account of
your own circumstances. Some cases may require a stricter application of the underlying rules.
This is not a legally binding document nor a DNB policy rule within the meaning of Section 3(4) Book 1 of the
General Administrative Law Act, and it has no legal effect. This document does not replace any legislation
and regulations, or policy or supervisory regulations in this area. The examples presented in this document
are not exhaustive and cannot cover every eventuality. Following these good practices will not per se result
in compliance with legislation and regulations. Rather, these good practices have been drawn up to help
institutions interpret and implement the statutory requirements.

