


Notification of outsourcing
Explanatory notes to the outsourcing notification form in the Digital Supervision Portal (DLT)

This document contains explanatory notes that help you complete the digital outsourcing 

notification form to notify De Nederlandsche Bank (DNB) of critical or significant outsourcing 

arrangements. 

It guides you through the form and provides guidance for its accurate and full completion. These notes 

describe what we focus on when assessing your outsourcing notification.
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5The notification will be linked to the signatory who submits it, who will have access to the 

information on the notification in the DLT.

Completeness and correctness of your notification

Please complete the form truthfully and in full. Mandatory fields are marked with an asterisk (*).

Confidentiality

We will handle the data submitted in this form with due care. Please note that in some cases 

we may be permitted or required by law to share your data with third parties, such as other 

supervisors and criminal authorities in the Netherlands or abroad.

Change in circumstances

You must inform us promptly and on your own initiative of any changes in circumstances that 

would cause you to answer the questions in this form differently.

You must also inform us if you decide not to proceed with the outsourcing. A “termination of 

outsourcing” functionality will become available in the DLT in due course. Until then you can 

report changes by sending an email to your DNB account supervisor. 

What will happen to your notification?

Once you have completed the form in the DLT, we will send you an email to confirm its 

receipt. You only need to notify us of your plans to outsource activities; you do not require 

our prior approval. After having received your notification, we will consider the information 

in our regular, risk-based supervision. If we have any questions about the notification we will 

send you a request for additional information through the DLT. If we do not have any further 

questions or once you have answered all of our questions, you will receive a final confirmation 

through the DLT. Please refer to our website for more information about the DLT.

Any questions about the DLT?

If you have any questions about specific features of the Digital Supervision Portal, e.g. how to 

export the form, please read the web page on the use of the DLT.

Questions?

If you have any other questions, please feel free to contact us by telephone at +31 800 20 1068 

or by email at info@dnb.nl.
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3 Institution details
Registered name* Please provide the institution’s name

CoC registration number Please provide the Chamber of Commerce registration number of 

the institution for which you make the notification. 

DNB relationship number Please provide the institution’s DNB relationship number, which is 

stated in the correspondence you receive from us.

Type of institution You can choose from a list of possible types of institution: bank, insurer, 

pension fund, premium pension institution and payment institution. You do not need to 

complete the form if your type of institution is not listed. 

Does the notification concern a single legal entity?

Choose “no” if the notification concerns outsourcing to multiple legal entities, for example in 

a group. Please also provide the details of the other legal entity or entities. Keep adding the 

entities to which the notification relates, provided the outsourcing is identical for all of them. 
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9Which type of service model applies?

Please select IaaS, PaaS, SaaS or Other from the drop-down list.

Infrastructure as a service (IaaS): Infrastructure cloud outsourcing. The infrastructure is 

provided in a virtual environment. The hardware, including servers, network equipment, and 

workstations, are owned by the service provider. Customers only pay for actual use. This gives 

the user full freedom of choice with regard to the available hardware. The operating system 

and all software are in the cloud. The management layer and all applications and data are 

administered in-house.

Platform as a Service (PaaS): Platform cloud outsourcing. In addition to infrastructure, 

operating systems such as Windows and Linux, middleware and their set-up and 

administration are outsourced. The data and application administration and development 

are in-house.

Software as a Service (SaaS): Application cloud outsourcing, also referred to as Software 

on Demand, means that software is provided as an online service. Customers do not need to 

purchase the software, but enter into a contract specifying a number of months and a number 

of users. The SaaS provider installs, maintains and administers the software, which the user 

accesses online. SaaS is viewed as the application layer in cloud outsourcing, with the platform 

(PaaS) and the infrastructure (IaaS) providing the underlying layers. Without these underlying 

layers, usage or the number of users cannot be increased or reduced on a flexible basis.

If you use a combination of these models, please select the model that provides the largest 

shared pool of configurable computing resources. 





Notes to the outsourcing notification form

11Confidentiality rating*
This concerns the rights and powers to change, add or destroy data held by a defined 

group of authorised users. The rating considers the potential impact of a situation in which 

unauthorised persons gain access to information.

Establish the confidentiality rating by selecting from:

1.	 Very low

2.	 Low

3.	 Medium

4.	 High

5.	 Very high

Does outsourcing involve subcontracting?

The third party to which you have outsourced activities may also outsource all or part of these 

activities to a subcontracting party. If the subcontracting party also outsources activities, 

an outsourcing chain of service providers is created. The chain ends with management and 

storage of the data.

Attach a diagram illustrating the outsourcing chain*
Please add a diagram illustrating the outsourcing chain, stating the name of each service 

provider and the activities outsourced to them. Note: we do not mean a diagram of the 

technical infrastructure. You should state the main service provider as well as those service 

providers with a critical or significant contribution to the outsourcing chain. As a minimum, you 

should mention the service providers whose activities could have a ‘high’ or ‘very high’ impact 

on the availability, integrity or confidentiality of the information in operational processes or 

systems.

Please answer the following questions (see the questions for the main service provider) 

for each subsequent service provider. 





Notes to the outsourcing notification form

13[if yes] Add the text of the clause about the supervisor’s right to examine in the field below. 

You can also upload a document if the text is too long to fit in the field. 

Does the contract include provisions about your institution’s and the independent audi-

tor’s right to audit?*
This means that the following must be covered in the contract: 

1.	 The institution and the independent auditor have effective access to all information relating 

to the outsourced functions and activities 

2.	 The institution and the independent auditor have effective access to the business premises 

of the service provider to carry out on-site inspections

Please select “yes” or “no”.

[if no, pension funds] The guidance document on outsourcing for pension funds recommends 

to include a clause about the institution’s and independent auditor’s right to audit in the 

outsourcing agreement. Please explain why a clause regarding the right to audit is lacking in 

the contract.

[if no, other] Please note that you cannot submit a notification unless the contract includes 

provisions about the institution’s and independent auditor’s right to audit. You can save the 

form and submit it later once a clause about the institution’s and independent auditor’s right to 

audit is available.

[if yes]

Add the text of the clause about the institution’s and independent auditor’s right to audit in the 

field below. You can also upload a document if the text is too long to fit in the field. 

Does outsourcing involve subcontracting? 

The third party to which you have outsourced activities may also outsource all or part of these 

activities to a subcontracting party. This is referred to as subcontracting.

Please select “yes” or “no”.

[if yes]	

Do the contracts regarding critical or significant activities with subcontractors in the out-

sourcing chain also cover the supervisory authority’s right to examine? 

? In the event of subcontracting, the supervisory authority’s right to examine must also apply 

to all service providers delivering a critical or significant contribution to the outsourcing chain. 

This means that a supervisory authority must have effective access to all information regarding 

the outsourcing of critical or significant activities of all service providers forming part of the 

outsourcing chain, as well as access to their business premises. 
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15Please select “yes” or “no”.

[if yes]

Add the text of the subcontracting clause in the field below*. You can also upload a document 

if the text is too long to fit in the field.

[if no]

Please explain why a subcontracting clause is lacking in the contract with subcontractors in 

the chain. Please state the estimated date on which the clause will have been included in the 

contract. 
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17You can choose from the following two ways to submit your risk analysis. Please select 

either of the two options below.

	▪ Use the DNB Risk analysis template to analyse the 10 selected subjects, and extend it with 

any other subjects that are relevant to your institution’s risks analysis.

	▪ Use the DNB Risk analysis template to analyse the 10 selected subjects, and add a 

separate underlying from your institution (or your service provider or pension provider) to 

substantiate your institution’s risk analysis.
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19The DNB Risk analysis template has the following columns:

Subject	 The subject/risk to be assessed

Notes	 Brief description of the risk in question

Analysis	 Your analysis of this risk in your institution or within the outsourcing chain

Likelihood	 The likelihood of the risk materialising 

Impact	� The ramifications if the risk materialises. Use the rating scale to specify the 

impact (very low, low, medium, high, very high).

Rating	� The rating established on the basis of probability and impact in accordance with 

the table below

Measures	 The measures you have taken to mitigate the risk

Residual risk	 The risk remaining following the measures taken

Acceptance	 The residual risks are accepted at the appropriate management level

We expect you to take measures to mitigate the risks and that any residual risks are accepted 

at the appropriate management level.






