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Overview User Testing

Connectivity testing

Registration form

Set up TARGET2 environment

Start user testing
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. CRDM: access rights management CRDM: access rights management
. Grant Roles Grant Roles

. DN BIC Routing

. Message Subscription Rules Set
. Report Configuration
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Overview static data, registration form
CRDM

Party

Technical Address Network Service Link
Party Service Link

User

Certificate DN (Distinguished Name)
User Certificate DN Link

Grant roles

. Grant roles per user
. Cash Account
. Authorised Account User (AAU)

- 13. Party Administrator

DN BIC Routing

Message Subscription Rules Set
Report Configuration
Pre-migration Schedule
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2. How to access CRDM IN T2 ST

CRDM
component is
for static data
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COMMON>PARTIES>PARTIES>SEARCH
VUL IN: parent BIC: FLORNL2AXXX Party BIC: your party BIC
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3. The Party S

I3 crom —

E] target . . @&  [mportant: Parent
- BIC is always

- By XD FLORNL2AXXX and

BIC is your own BIC
PARTIES

Party Type:
Parent BIC:

LEI: Short Name:

etails

2015-02-2C 9999-12-31 National Ce¢ TRGTXE2: FLORMNL2A 549300101 DNB °E'Vi5i0l15

» Click online above and click on details and check if all your items are uploaded, then

click on technical address network service link
« Source: T2 User Handbook v2.0 - Common Reference Data Management (CRDM) Chapter 2.3 page 50 onwards
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4. TECHNICAL ADDRESS NETWORKSERVICE LINK ST

B crow

@ target

2@

} #= Technical Address Network Services Links

TECHNICAL ADDRESSES NETWORK
SERVICES LINKS

1t-eadb
1-eadb nl, a. FT.FILES
cbm-nl.o=ec 2a, FT.MSGRT
cbm-nl,.o=ec i FT.FILERT
WIFT.MSGSNF
FT.FILESNF *

SIANET L An AN T

- gy ———
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5. Party service link

B crom

wversion:

Parent BIC:

Valid From:
From

id To: Valid To: To

etails a_,-/
°evisions i r

Go to common>Parties>Party Service Link>search
Select a line and then click details

DeNederlandscheBank
EUROSYSTEEM

T2 info session 18 January 2022 /9



6. User TBEAN

IB croM

Name: Name:

Reference:

% ' -
NLDNB en NLDNB X N DN Natio X a//
NLDNB DNBAd NLDNB O G Natio @ i
NLDNB DNBAd NLDNB 0 ; ) N \ati ’
NLDNB. TEN NLDNB 0 G D ) o oe"iSi""S ¥

NLDNBE- NLDNB- 0001-01 O TX
ser Certificate
NLDNB: NLDNB-: -01 {e I 3

ctive NLDNB S NLDNB.  0001-01 TRGTX F DNB MNa PN Linke
Go to common>acces rights management>users>search
t line, click on details, after check click on User Certificate Distinguished name links
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B crom

7. Certificae DN

CERTIFICATE
DISTINGUISHED NAME

CN=user03, OU=t2s, O=florni2a, O=swift

O.s-visions
oser Certificate
DN Links

Party Technical address: SWIFT example: ch=appl,ou=t2,0=abcdxxyy,o=swift > no capital letters and

without spaces.
U2A DN: SWIFT example: CN=Joe-Bloggs, OU=t2, O=abcdxxyy, O=swift > capital letters and spaces.

A2A DN: SWIFT example: CN=appl,OU=t2,0=abcdxxyy,O=swift > capital letters and without spaces.
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8. User Certificate DN Link

B crom

USER CERTIFICATE
DISTINGUISHED NAME LINK

Login Name:

DeNederlandscheBank
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9. Grant roles NN

DNB grant roles to the party which are indicated in the registration form

The Party administrator can use these roles to assign the appropriate roles and
privileges to all the party users. 4
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9. Grant Roles

B crom

Common>Acces Rights Management>grant/revoke roles>search
Click on Parent BIC (FLORNL2AXXX) and Party BIC
This is to check if roles are granted to your Party. Example above is DNB roles

given buy ECB (TRGTXE2S)

EUROSYSTEEM
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10. Grant roles per user

IB crom

Your admin
user will only
see one role:
Party
Administrator

O
I

I
m
™
m

Common>acces right management>grant/revoke roles>search
Click on login name and enter the party administrator login name

DeNederlandscheBank
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11. Cash Account

Linked 2

Parent BIC:

Currency:

LEURF{
LEURFI
DNLEURI
ENLEURFL
LNLEURIN
MNLEURF A FLO
RNLEURFI e TRGTXE2Z FLORI

Common>Cash>Cash Account>Search
Click on a line en click on details

DeNederlandscheBank
EUROSYSTEEM

National C

National C

EUR
EUR
EUR
EUR
EUR
EUR
EUR

Edit

Delete

Details

Revisions
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12. Authorised Account User

DD D Y

AUTHORISED ACCOUNT USER LIST

Status: " Participation Type:
Authorised Account User BIC: I FLORNL2AXXX Cash Account Number:
Unlimited Maximum IP Amount: O

valid From: From: ¥ -dd Valid From: To:

Valid To: From: ¥ -dd Valid To: To:

Active FLORNLZAXXX INLEURFLORNLZAFE 100,000.00 (default) 2018-10-23 9999-12-31
Active FLORNLZAXXX MNLEURFLORNL2AX: Direct 2021-12-13 9999-12-31
Active FLORNLZAXXX RNLEURFLORNL2AX> Direct 2021-12-30 9999-12-31

)

TN
([l
AN

0000

Common>Cash>Authorised Account User>Search
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9
Sent by Participant to DNB
L 4

DNB Upload form into T2
9
Party Administrator checked all the static data in CRDM
L 4

Party Administrator set up their environment (new users with
roles, report configuration etc)
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13. Party Administrator T

« Each entity/party must have at least one party administrator created by Central
Bank

« This party administrator can grant roles to his own user, create other users and
grant them the privileges they need.

A privilege is the capability of triggering a certain function (for example, to i
perform a given query). Privileges are grouped into roles. The access rights profile *
of a given user is determined by the set of roles and privileges granted to the .

party. V

o g

DeNederlandscheBank T2 info session 18 January 2022 /19
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Party Administrator opens CRDM in T2

Choose Component or Application

& o crom

T2 info session 18 January 2022 / 20
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WHAT IS CRDM?
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DNBPUBLIC

JIUzITNIJS Business Date: 2022-01-06 Stage: UTEST version: 1.3.0

=) =

& PAUW, MW B.A. 2022-01-06 12:31:37| » ? Help |» & L
Session ID: eyjhb(

Status: 255 dikeatiis > 2 i

&
[}

Opening Date From: f

Closing Date From: | - ryy-mm-dd g O

Party Type:

Parent BIC:

")
|
oo

LEL
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14. CRDM, party administrator grant him/herself roles

& BROKMANN, B. 2021-12-29 14:02:25| » P Help |» & Logout

Session ID: eyJnbGoiCi|IUzITNi9 Business Date: 2021-12-29 Stage: UTEST wersion: 1.3.0

GRANT/REVOKE ROLES

NLDMNEB-BWOGSS

Common>Acces Rights Management>Grant/Revoke Roles>Log-in hame (USER NAME Party
Administrator)

T2 info session 18 January 2022 / 23
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15. Roles T

l & BROKMANN, B. 21-12-29 14:09:08| =

? Help |» & Logout

Session ID: eynbGCCIIUzZITN]S Business Date: 2021-

LD XD LTy S wee Ty g

29 Stage: UTEST version: 1.3.0

GRANT/REVOKE ROLES

IFilter. .. I Filter.

AH Access Rights Admin CB Access rights admin 2E
AH CLM Manager 2E CB ESMIG-Access

AH CLM Manager 4E

AH CLM Reader 2E

AH CRDM AMG Manager 2E

AH CRDM AMG Manager 4E

AH CRDM Access

AH CRDM Configuration Manager
AH CRDM Liguidity Manager 2E
AH CRDM Liquidity Manager 4E
AH CRDM Reader

AH Data Warehouse User 2E

AH ECONS 2 Manager 4E

AH ECONS 2 Reader 2ZE

CB National Service Desk

CB Reader 2E

CB T2S Collateral manager

CB TIPS Manager 2E

Party Administrator

TIPS NCB Reference Data Manager

oooooooo

(]
o
O
O
(]
o
(]
O
O
o
(]
O
O
(]

Add roles by select the roles in the left column and you the arrow pointed to the
right to put them in the right column.

T2 info session 18 January 2022 / 24
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Result screen after granting the roles

Results

Done!

LA L LCL L L L L L L L L L L L L L L L LN

sfully Processed: 1
r:0

After running the update of the roles the green bar shows done and indicate
if the update was successful blue, in error or in time out (yellow).

DeNederlandscheBank

EUROSYSTEEM
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15. Roles SNePuBLc

Which roles do you have to create and where can you find them?

In the Target Services registration and onboarding guide you will find the roles classified by Privileges.

Each party administrator begins with the role: Party Administrator

Annex B

List of Account Holder Roles (Including the constituent privileges )

Class of Privilege Short Name Privilege Name Comments
P ges

party Access | ARM Administerary
Administrator | Rights ARM_GrantPrivilege Grant Privilege

S SRS et -
ARM_GrantRole GrantRevoke Role _
Static Data SDQ_GrantedSysPrivilegesL | Granted System Privileges
Queries istQuery List Query
SDQ_GrantObjectPrivileges Granted Object Privileges
ListQuery List Query
SDQ_GrantRevokeRolesList | Grant Revoke Roles List
Query Query
——

AH Access Access ARM_CreateCertificateDMN Create Certificate
Rights Admin Rights Distinguish Name

21ae management | Groatotiser

ARM_CreateUserCertificDMN Create User Certificate
Link Distinguish Mame Link

ARM_DeleteCertificateDN Delete Certificate
DeNederlandscheBank - © e
Distinguish Name

EUROSYSTEEM
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L]
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15. Roles

First the party Administrator grants him/herself the roles the Party Administrator needs.
After this he/she can create other users, like A2A users, U2A users for their front- and backoffice

Before adding new user the Party Administrator has to add the users their DN’s, go to
Common>Acces Distinguished Name, than click on NEW

T ———

CERTIFICATE DISTINGUISHED NAME

Active Certificate Distinguished Name:

Status: WCLive

T2 info session 18 January 2022 / 27
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Certificate DN

L]
DNBPUBLIC

Session ID: ey|nbGCiOIUzITNIS Business Date: 2022-( )3 Stage: UTEST wversion: 1.3.0

DD XD R R b

2 BROKMANN, B. 2022-01-03 13:18:45| » ? Help Logc
E] ter‘g-&t 2 01-0313 5 [ - i@ Logout

CERTIFICATE DISTINGUISHED NAME

Certificate Distinguished Name: CN=user03, OU=t2s, O=flornl2a, O

CN=userd3, OU=i2s, O=floml2a, O=swift

~
A

7

()

N

0000

Please note for U2A users the upper case and the spaces in the name!

T2 info session 18 January 2022 / 28
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USER =

OO ) XD K X

USER DETAILS

Status: Active Login Name:

Name: BR NM, B. System User Reference:
Lockout From: Lockout:

Parent BIC: R Party BIC:

Party Type: ( Party Short Name:

Revisions

User Certificate
Distinguished Name Links

Common>Acces Rights Management>Users
After adding User Click on “User Certificate Distinguished Neme Links” at the bottom right.

T2 info session 18 January 2022 / 29
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* User Certificate Distinguished Name Links

Session ID: eyjnbGoidijIUzITN9 Business Date: 2022-01-03 Stage: UTEST version: 130

@ tar'get ‘ & BROKMANN, B. | 2022-01-03 13:36:28 » 7 Help |» @ Logout

w Access Rights Management } User Certificate Distinguished Name Links F| g,

— USER CERTIFICATE DISTINGUISHED NAME
UPDATE

Login Name: NLDNB-BW0683
Certificate Distinguished Name:

CN=user(3, OU=t2s, O=flornl2a, O=swift

Default: Main User:

I Main-User is only relevant for TIPS

DeNederlandscheBank

users

~,
o

-~

LI

h.

Cancel

QOO
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16. DN BIC-routing T

iB crom

DN-BIC ROUTING UPDATE

Distinguished Name: h o atoa.O Direction:

Participation Type: Direct

Valid From: - Valid To:

Common>Network Configuration>DN-BIC Routing

T2 info session 18 January 2022 / 31
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17. Message Subscription Rule Set Naruae

E] tar‘gﬁt [ & BROKMANN, B. | 2022-01-04 11:43:17 | » 2 Help |» da Logout

Session ID: ey)hDGCIOIIUZIT NS Business Date: 2022-01-04 Stage: UTEST wersion: 1.3.0

O XD N W Sy -

MESSAGE SUBSCRIPTION RULE SET NEW

camt.054 Description: Lquidity transfer confirmation
Service: T2 RTGS COMPONENT
Valid From: 2 Valid To:
Positive/Negative parameter set:
Cancel

Creator Parent BIC: TRGTHEZSXHX Creator Party BIC: FLORMLZAX

TRGTXEZSKXX FLORMNLZ2AXX

Common>Messages and Reports>Message and Rule Sets T2 info session 18 January 2022

E EM




OEDI =] [Ty J [Tl Cep ) =
MESSAGE SUBSCRIPTION RULE SET

DI TGS S

Statiia Aitree Seruioe 2 RTGS COMPOMNEM

Aule Set Id OO 1 40 Mame: ATGS Rule Sec 001

meter set: Positive
Edit

Creator Parent BIC TESOTCSOHN Creator Party BIC T

Description: RTGS A 1 der Rule See 001

Walid From: 204 1-11 Walid To

Revisions

MCBXITRRO01 PEBKITRRO01
MCBEXITRRI01 PMBKITRR250

Actve 1 5001190«  2020-03-30 W

04-30 00 (Message Type = camt.013) as aaa —

5001330 2020-05-15 2020-12-30 00 (Cash Account = RTGSCASHACCHM1) as RTGS

3 5001320« 2020-05-15 0 2020-12-30 0 (Message Type — admi 004) as RTGS

Source: illustration 63, T2
User Handbook v2.0 - 50012000 2020-04-02 0 2020-04-30 00 (Message Type = camt.054) as AMA
Common Reference Data i
Management (CRDM) 122 5001300« 2020-05 { 2020-05-31 00 (Message Type = pacs.002 and Underlying Message Type = pacs.009) as BI

DeNederlandscheBank



17. Message Subscription Rule Set

DD AT N e T X

MESSAGE SUBSCRIPTION RULE SET LIST

Valid From: from Valid From: to

Valid To: from Valid To: to

Positive/Negative Parameter Set:

nterested Party: Parent BIC e nterested Party: Party BIC:

TIPS SERVICE 500090140 RS RPM 16 2019-12-31 2020-01-10 Positive TCSOTCSOXXX NCBXARRRXXX TCSOTCSOXXX NCBXARRRIOX
T2 RTGS COMF 500090141 Test 2019-12-03 2019-12-11 Positive TCSOTCS0XXX NCBXARRRXXX TCSOTCSOXXX NCBXARRRXXX

Details

Revisions

Source: illustration 62, T2 User Handbook v2.0 - Common Reference Data Management (CRDM)

T2 info session 18 January 2022 / 34
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O X N R

REPORT CONFIGURATION NEW

Owner Parent BIC: Ct Owner Party BIC:

Cash Account Number:

Configuration Name: Configuration Description:
Service: Report Name: Choose...

Frequency: Delta Mode:

System Entity Wide Reporting Flag:

Party Links

Opting Parent BIC: Ct ( Opting Party BIC:

Scheduled Time: Push Mode:

Event Type: currency:

T2 info session 18 January 2022 / 35
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Report Configuration T

& BROKMANN, B. 2022-01-04 11:49:58| » ? Help |» Log:
(=] svarget = ror _

Session ID: eyNbGCIOIIUZIT NS Business Date: 202 04 Stage: UTEST wersion: 1.3.0

O XD AT N S -

REPORT CONFIGURATION NEW

Owner Parent BIC TRGTXE2SX00K Owner Party BIC: FLORMNL22)CO(
Cash Account Number:

Configuration Name: Configuration Description:

RTGS Statement of Accounts

Reset

Report Name:

Service: T2 RTGS COMPONENT RTGS Statement of Accounts

cancel
Frequency: Delta Mode:

System Entity Wide Reporting Flag:

Opting Parent BIC: ch Opting Party BIC:

Scheduled Time: Push Mode:

Event Type: Currency:

wvalid From yny-mm-dd wvalid To:

Common> Messages and Reports>Reports Configurations

T2 info session 18 January 2022 / 36




Party Links

Opting Parent BIC:

Scheduled Time:

Event Type:

Valid From:

DeNederlandscheBank

EUROSYSTEEM

FLORMLZ A

Opting Party BIC:

Push Mode:

Currency:

Valid To:

rAn-mim-dd
y (LR
|
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Report Configuration Details
O R Xy R KT R

REPORT CONFIGURATION DETAILS

Status: Owner Party Short Mame

Onwner Parent BIC Owner Party BIC

Configuration Mame; Configuration Description

Service Report Mame:
Delta Mode:

System entity wide reporting flag

Cash Account Mumber;
Revisions

NCBXITRROO PMBEKITRR20E Test CSLD PMBK No

Source: illustration 67, T2 User Handbook v2.0 - Common Reference Data Management (CRDM)
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Routinc qonfi uration

+*

E] ta Pget l & BROKMANN, B. | 2022-01-05 17:14:59| » ? Help |» @ Logout

Session ID: ey)hbGQ)IUzITN]9 Business Date: 2022-01-05 Stage: EAC version: 1.3.0

D ED I X K XX n

ROUTING UPDATE

Routing Id: 300181307

Description: I DNE T2 CONNECTOR HetworidSenyice: I T2CLM.SWIFT.FILESNF v

Parent BIC: I TRGTXE25XXX Party BIC: I FLORNL2AXXX ‘

Technical Address:

I cn=tZconnector,ou=atoaouste W Default Routing:

Compression Flag: Sequence:

No Compression A
Size (lower bound): Size (upper bound):

Currency: Message Type:

Positive:

Routing configurations specify the technical
elements that are used to send a given
outgoing message to the relevant actor. [ e=—n [l B2 B
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ERRATUM Registration form

Naming convention;
NLKBIC11-
BANKINGGROUP
Country code (NL)
Group code (K)
BIC11
-BANKINGGROUP

Banking Group is a tool
for the Central Banks to
see total liquidity for the
entity with its branches

sessions 02-11-2021 ErER . e

@ Back

G) Banking Group

Group Mame

Leader Parent BIC

Leader Party BIC

G2) Biling Group
Group Mame

Leader Parent BIC

Leader Party BIC .

T2-T2S Consolidation Training Session
02/11/2021 41



Where to find more information? T
Websites:
- TARGET Consolidation project (dnb.nl)

TARGET2-NL National Service desk:
- Telephone: +31 20 524 3564
- E-mail: target2@dnb.nl .

DeNederlandscheBank
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https://www.dnb.nl/en/sector-information/payments/target2-and-target2-securities/target-consolidation-project/

User Testing phases and timeline

Reference data
set-up and UT
Community
Testing phase

completed and

Migration
testing - UT

UT Business
Day Testing
phase

Contingency I g
scenarios) - o
procedure Valid any conting

Testing could alse be tested during the pe

Testing - connected
MWDR .
Business day

testing phase

h the

DeNederlandscheBank
EUROSYSTEEM
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