Roles

Disclaimer: this one-pager 1.0is based on the frequently asked questions to give you general information. It will be updated if necessary.

Arole is a set of privileges. A privilege is the capability of triggering a certain function e.g. to perform a given
° query. Common Reference Data Management (CRDM) supports a Role-Based Access Control (RBAC) model. This
results in the possibility to inherit privileges from one or more roles.
The list of Account Holder (AH) roles below shows which privileges are attached to which roles. You can find this
list on page 82, in Annex B of Target Services Registration and Onboarding Guide (click here).
We kindly remind you to grant or revoke roles and NOT PRIVILEGES.
Roles Privileges

Illl |

Role Class of Privilege Short Name Privilege Name Comments
Privileges
Party Access ARM_AdministerParty Administer Party
ytinigicstoe. | Rights, ARM_GrantPrivilege Grant Privilege
2EM4E
ARM_GrantRole GrantRevoke Role
Static Data | SDQ_GrantedSysPrivilegesL | Granted System Privileges
Queries istQuery List Query
SDQ_GrantObjectPrivileges | Granted Object Privileges
ListQuery List Query
SDQ_GrantRevokeRolesList | Grant Revoke Roles List
Query Query
AHAccess | Access ARM_CreateCerlificateDN | Create Certificate
Rights Admin | Rights Distinguish Name
2uE Management | oM _CreateUser Creats User
ARM_CreateUserCertificDN | Create User Certificate
Link Distinguish Name Link
ARM_DeleteCertificateDN | Delete Certficate
Distinguish Name
ARM_DeleteUser Delete User
ARM_DeletelUserCertificONL | Delete User Gertificate
ink Distinguish Name Link
ARM_RevokePrivilege Revoke Privilege
ARM_UpdateUser Update User
ARM_UpdatsUserCertificON | Update User Certificate DN
Link Link
ARM_CreateDNBIC Creale DN-BIC Routing | Moved from
AH TIPS Conf
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Granting roles: central banks grant roles to parties and admin users. Admin users can grant roles to their
individual users. When granting a role to a user/party, the grantee user/party immediately inherits all the
privileges linked to the granted role.

Revoking roles: roles can be revoked from users and parties. When revoking a role from a user, this user

immediately loses all the privileges linked to the revoked role.
Crank/Revoke. ollow this path}

DED T T X,

Grant roles by
TIT selecting roles on the left
hand side and
(2) clicking on the arrow to th
right.

GRANT/REVOKE ROLES

FLORNL2AXKX.

Roles
[ |

O AHAccess Rights Admin s O AHAccess Rights Admin 26

O AHAccess Rights Admin 4 2 O AHCLM Manager 2E

o AH Bill Reader 2E =] /AH CLM Reader 2E

O AHCLM Manager 42 O AHCROMAMG Manager 26

O A CROMAMG Manager 4€ roles by O AHCROMAccess

O AH CROM Configuration Manage O AHCROM Configuration Manage
O A CRDM Liquidiy Manager 4E (1) selecting } O A CROM Liquidity Manager 2E
O | AHCRDM Reader roles on the O AHCROM Reader 28

O AH Data Warehouse User 2 right hand side| 0 an cons 2 manager 42

O AHESMIGAccess O AHECONS2Reader2E

O AHMPLReader (2) clickingon | oy sy eswic Access 2

O AHRTGSAS Manager 2 the arrowtof | o ingiant payment wanager 22
O AHRTGSAS Manager 45 the left. O AHRTGS Backup Payment Mngr
O AHRTGS Customer CT UZA4E + O AHRTGS Limt/Rsrvion Mngr 4€ «

Limitation: there are some roles that cannot be granted at the same time with other roles e.g. AH RTGS Backup
Payment Manager role cannot be selected if the user has already been assigned the below mentioned roles b & c.
a. AH RTGS Backup Payment Manager: this role allows the user to initiate backup payment and customer

backup payment.
b. AH RTGS Customer CT U2A Role: this role allows a user to insert a customer credit transfer in U2A mode.
c. AHRTGS Inter-bank CT U2A Role: this role allows a user to insert a inter-bank credit transfer in U2A mode.

Central bank grants roles to (1) Party and (2) Admin users:
e Party: the roles granted to party by central bank are the roles mentioned in the registration form. When
selecting the roles, it is required to choose whether you need a role with 2E (two eyes) or 4E (four eyes).
o Arole can be granted to a party either in a two-eyes-mode or four-eyes mode.
o A2A mode: business functions are following the two-eyes principle.
o U2A (via GUI) mode: business functions can follow either the two-eyes or the four-eyes principle.

H)

AH ESMIG Access

AHRTGS LIE/RESeNvaton Mager  C Two-eyes mode  C Four-eyes mode

€ Tuo-eyes mode

P ol AH RTGS Backup Payment Manager © Rty o

Party Admintrator - Vf;jw (renaming the existng  (~ Two-eyes mode

€ Twoeyesmode  C Four-eyes mode

A4 Acces Rghs Admistator € Twoeyesmode € Four-eyes mode AN T25 Lqudty Manager (fenamng  C Tyo-eyes mode  C Four-eyes mode
T £yEsimoc Foliegyes mad the exstng Liuiity Manager roc) T eves med FoiFeyes ok

BACRDM Resiies © Two-eyes mode. AHT25 CMB Manager. © Two-eyes mode.  Four-eyes mode

* Admin users: each entity/party must have at least one party administrator. Central banks grant the
following roles to admin user: 1. Party Administrator 2E

2. AHCRDM Access
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users can grant roles at individual user level i.e. admin users can assign the appropriate roles and privileges to all
the party users.

A2A & U2A User: based on your situation whether you use both CLM and RTGS or only CLM, you can select the
relevant roles from the list mentioned in step 0 and grant these roles to your A2A and/or U2A user.

° After the configuration of access rights at party level has been set up for a given party and admin users, its admin

only a requirement for the first user to have the relevant roles with 4E in order to enable the 4-Eyes mode.
a. After the change/creation has been made by the first user, the second user can approve it. All updates of
a reference data item subject to the 4-Eyes principle are created with status "Awaiting for Approval". The
screenshot below shows where to find the Data Changes List in which there are action types with status
“Awaiting for Approval”:

DEDEDEEEDECTE - o mmen () 5%

DATA CHANGES LIST

e 4-Eyes Mode: there are two users when applying the 4-Eyes principle, namely the first and the second user. It is

Action Type: Users Reference:

4-Eyes Identification: Object identifier:

CRDM System User
User:

Parent BIC: Party BIC: ch

Click on "Search" to find
“the complete Data

® 0 T 2022040

e = | s Rter= | e o = oo =

Grant Roles - Create  NLDNB-NC2288  9500000000000270344 ~ 300659949  NL TR Fl 2022 Approved
GrantRoles - Delete  NLDNB-NC2288  9500000000000270343 300658936  NL TRi Fl 2022 Approved|
Grant Roles - Create  NLDNB-NC2288  9500000000000268405 = 300659948  NL TR Fl 2022 Approved|
Grant Roles - Delete  NLDNB-NC4110  9500000000000268396 ~ 300524123  NL TR Fi 2022 Rejected
GrantRoles - Delete  NLDNB-NC4110  9500000000000268394 ~ 300524123  NL TR! Fl 202z Awaiting for Approval
Grant Roles - Delete  NLDNB-NC2288  9500000000000270340 ~ 300633969  NL TR Fl 202 Approved

Grant Roles _ Create  NILDNB-NC2288 ___9500000000000270339 300659947 NUL TR Fl 2022 Approved

Select Action Type
with status "Awaiting
for Approval”
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b. After clicking on “Details” as described in the previous screenshot, the second user will end up in the
window below. By clicking on “Approve” the update or creation of a reference data item can be approved.

CROM System User - Second User

User

Party BIC: Parent BIC

Date and Time: 06 Status:

Details of Selected Data Change

Status:

\pprove" to

Role Name: AH TIPS Liquidity Manager €
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